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Abstract Regarding CPS, there are concerns that cyberattacks will increase in the future. As a CPS cyber
security guideline, the Ministry of Economy, Trade and Industry has pointed out the importance of risk
response from an early stage such as planning, designing, and procurement of CPS in the system develop-
ment life cycle, based on the results of safety-related risk analysis.

STPA is widely used in the United States as a safety analysis method that can be applied from an early
stage, and a method called STPA-Sec that extends STPA for security has been devised. In this paper, we
explain how to apply STPA-Sec while showing the analysis results, and show that STPA-Sec is effective
for reflection in security requirements and specifications at an early stage of development lifecycle as well

as for deriving attack scenarios in security risk analysis.
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