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Effectiveness Measurement of Information Security Measures
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Abstract In response to recent information security incidents, it is expected to improve levels of informa-
tion security (Enterprise security) for overall activities including information assets possessed by not only
individual information systems but also the enterprise.

The Japanese government has presented also various policies and the strategies, and launched activities
hand-in-hand with private sectors, aiming at raising levels of the information security of the nation as a
whole, however, it shows facts that the various efforts have been made by the operational level within a
company in order to respond to the occurrence of the new types of threat and changes in of social condi-
tions, and the technological advances, while their efforts are geared principally to implementation of
security measures.

In addition, information security staff members are torn between the demand for convenience and one
for the high security, as well as they have the hesitation whether the extent to which they implement
security measures is adequate.

To get rid of such a situation, the enterprise should ascertain the information security measures needed
in various departments by recognizing the effectiveness of current information security measures, and

establishing the process for validating effectiveness and improving security measures.
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