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Abstract When the company designs an information system and incorporates security countermeasures as
nonfunctional requirements in it, the security requirements are not yet decided at the initial stage. Because
software and physical equipment configuration such as the system and the network are unspecified at the
initial stage of the system development, the security countermeasures tends to be postponed to the last
moment. Therefore, to support the security requirements which became apparent at the second half of the
system development, the system basic design sometimes has to be redesigned. To avoid these situations, it
is desirable to implement necessary and minimum functions of security countermeasures against the seri-
ous threats beforehand into the system basic design at the initial stage of the system development as far
as possible.

In this article, we try to find necessary and minimum of security functions for the information system
which is exposed to the threats from the unspecified majority in the Internet and so on. To do this, we
firstly identify the serious security threats in recent years. And next, we consider the design approach of
security using the main framework which existed in the world as technical and operational security coun-
termeasure against these threats. As a result, to ensure the implementation of security measures, some

points to be considered at an initial stage of the system development were clarified, too.
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1) BRSPS OBRLHEO A —VITE, RWhRk S BEIERS CEERRET
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T TIHFDOBRUICAY DAL EHICT S
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TERIRA L
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5.
1)

2.1 &E
FLIRBA DR - B
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Wl LT 5. MR LR ) - L THHEROHILL vz, REOHEHEIMER I
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FEGERORE R B LAINBNOREEL BT 5720, M E DX —VEZEN
BETANIY 7L, EHRACOUEEND S LHW Lz X — V2 ERT5. 2 —iZ
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R BIMR 7 SRR BICE 2 2 B REED D 729, FIRBUR X — VRN AN
W2, Ao TLIoLGBAIHMSELRVWI LPRHETH L.



BREBBIINT ¥ 1) 7 4 &EFEOEE (363) 117

1) A=NV74NV%Y T DEN

lexel [.com] [scr] [pif] [bat] FOWRFICRESNLET T 7 2RAD7 74
VaBI L, fEARTu s ARFEAEINLSGENHL. HEPSL IO L) BERXD7 7 4
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HEOLBEETRANOEED LV 7 b 272N TELZRRTHL P ERT L. $7-,
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BT 22 TRLT 5. BEALDRANOSRT 7 r—= a v Otk FIH < % 3%
THb. Web ¥ A PADT 7 LARL A=V, WBHT7 7477+ —VIZBWCHEAHT S
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ANy 2 TRETA M, ZOHGEICL ZMF/BRO LMICERINLOT, BN
BREAECZENE 7Y v 72Ny 2 TIHHREINTLE) 2L h 5. T OFEMYE
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) ¥EOMERIMENT LY 7 by 27 2WREAR) RFORBIILTBLZ L

2) TANAERT A NVERTIESDZE

3) FATLTCH5HMiTHRREERY b av Vo= A VAEEERT S &

4) FHBOERZRLZ &
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B35 00l 7.
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