UNISYS TECHNOLOGY REVIEW £ 985, NOV. 2008

BARIZDRICHE T PBEEERY AT LREEDOEX 12U T 43R

Security Measures for Customer Information Systems Development in Nihon Unisys

W a %

E 8 HASTENHRIATL20YF2) 74 FHBLOFSHEMZT, L dELBN
FTAHMEMICHD. HAZZ Y ADET AV AT ACBW T X2 ) 71 LT %
mEOMERERL L, X)) T4 BB L ORI L) &8, FIRIRKES 20T
F L, BRICEZAKBAEZPITLZ LR, ITH—EAMEE L TERAREOKHHE
WZORPBERICHIN TS,

HARZ=VZATIE, BEHEHRY AT 2RBICBIT 52 EHER [ISBP (Information Ser-
vices Business Process) ] # %%, BFEHICHMAL, MEMEZHHEL V5.

EZAH, 2001 SEICHALZ= Y AHHBLI: Web 77U r—2a YiZkd2) 74 Ol
Gk B Z L A LIRS, RELHEL 2. ThERICHE I AT 404
Fa2) T4 MEMERELT (VAT EF2) 74 Fut 2| 28D, FRERIHE
AL, —BoYA7rsmEREZERLTVS.

VAT ARFEYF ) T4 TREATE, BEVATA, TV a Y VAT ALK
THEMBEF 2 7 1 B L ORREREICHE T A AN, WK, FIEREREy2) 7
AR EEDOTBY, MBEHBO LIF» O coLBRIEH LTS, $72, %
VAT LOEAMIEF 1) T4 MIROLEEA L FREER OFRE ¥ 2 ) 7 4 OFHIR
WIZOWCLE2a—0FEEBEL, MEEFEOLF ) 71 B oM, mEEH-sTn
5.

Abstract The security problems of information systems have kept rising for several years, getting atten-
tion as social issues. If the application system that Nihon Unisys has developed does not ensure sufficient
level of security, it would cause serious security problems and damage to our reputation as an IT service
company.

Nihon Unisys defined ISBP (Information Service Business Process), our management standard for cus-
tomers’ information systems development, and applied it to our development activities, attempting the
improved quality of security.

In 2001, however, a specialized agency pointed out the security vulnerability in the Web application sys-
tems that Nihon Unisys developed. This triggered us to define Systems Development Security Process as
security improvement measures and apply it to our systems development projects.

System Development Security Process defines our technical security measures for infrastructure/appli-
cation systems and human-physical-institutional security measures for development environment, which
have been applied to entire development phases from starting-up through release. It also mandates the
review of requirements/sufficiency in technical security measures of developed system, and the status of
information security management of the system under development, aiming at the maintenance and

improvement of security quality of development project.
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