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A Web Authentication Scheme and a Generic Data Model
for Application Service Providers
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Abstract This paper addresses two areas ; one for a data model for customer database used by ASP41 appli-
cation service providers for doing their daily business and the other for an authentication scheme and
software architecture using that database. It is required by ASPs to manage their customer related infor-
mation such as customer profile, service contract and application accounts to be prepared for end user. We
introduce a generic data model for customer database. In this model, we identified two requirements in or-
der for ASPs to manage user accounts ; first requirement is for applications to be hosted and second one is
for a management system.

Kiban@asaban system architecture consists of three tiers, i. e, gateway, application and database, and
each tier contains various service components. The architecture also has an authentication scheme that de-
fines a set of components and interaction between them. In the architecture, gateway is responsible for
managing security policy while authenticator component takes care of gathering users credentials to
authenticate users. Thanks to component architecture, ASPs are able to choose authentication scheme and

configuring into their implementation dynamically.
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