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Implementation of RSA Public—key Cryptography
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Abstract Over the past few years there has been the growth of the electronic commerce over the Internet.
Under this situation the public-key cryptography gives attention to the implementation of technical means
in order to keep the confidentiality of messages and to guard against unauthorized modification of mes-
sages over a computer network.

This paper discusses some ideas in implementation of RSA cryptography as follows :
10 Inhibiting same prime numbers in generating public keys of RSA cryptography

Introducing random noise acquired based on dispersion of the access time in a hard disk has enor-
mously reduced the recall ratio of seedl bit sting to be supplied to a pseudo-random number generator.
This effect is demonstrated in some of random testing.
20 Primarity testing in public-key generation

This paper compares two probabilistic primarity testing algorithms, to evaluate either of which deter-
mines quickly and in real time fashion whether a given positive integer is a prime number. Furthermore,
applying Miller-Rabin algorithm has reduced the probability with which a generated random number is
not determined as a prime erroneously, to practical level.
30 Quick encryption andlor decryption

A standard high-speed algorithm enables to perform quickly encryption andlor decryption processes.
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EFNC > N5
* 7y ANT TEAMMIE D — F~D ) void  NonNoiseQ
A AU {
#include <windows.h> inti
#include <winbase.h>
#include <stdlib.h> for(i = 1; 1 <= 1000 1++)
#include <time.h> {
#include <stdio.h> NonNoiseSeed():
}
I 287 7 A NEAEEY
static void GetNoiseO for G = 1: 1 <= 1000; i++)
{ printf("%d  ¥n" ARRAY[il)
FILE *fpp: }
fpp= * T ANT IR AE T8y
fopen('DummyFileName.dmy","w'"); — REEDZE > M H%
if (fpp 1= NULL) felose(fpp): void Noise(
} {
int i

__int84 ARRAY[2000];
forG = 1; 1 <= 1000: i++)

static void NonNoiseSeed(int id) {
{ GetNoiseO:
LARGE INTEGER cnt; NoigeSeed();
int i; !
forG= 1; i<=120; i++) for (= 1:1 <= 1000: i++)
QueryPerformanceCounter(&ent); printf("%d  ¥n" ARRAY[D:
}
ARRAY[idl= ent.QuadPart;
}
static void NoiseSeed(int ic)
{
LARGE_INTEGER ent;
nt 1

QueryPerformance Counter(&ent);
ARRAYlid] = ent.QuadPart;
!
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