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Implementation of Security System of Mobile Object
with Classes Delivered on Demand
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Abstract Object-Oriented Distributed Systems Environment OZ is a system by means of which facilitates
to develop and operate a distributed system in a networking environment like the Internet, applying the
object-oriented approach.

In System OZ, an object is transferred among distributed systems, and classes required for operating the
object are delivered automatically on demand. However, delivered classes are unknown to the system, so
that a violation of the security policy of the system may occur when executing its classes.

To resolve security problems, System OZ have individual objects assigned a color either red or green ac-
cording to whether the object comes from outside or not, and performs access controls according to the as-
signed color. This mechanism ensures that the system executes unknown classes delivered while maintain-
ing the system security.

This paper reports this security mechanism and its implementation in Java.
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OzEventQueue

Runnable

public void run();

T

0OzEventQueueSolot queue;

OzEventDispatch ——--

public locked void putEvent(OzEvent);
public locked OzEvent getEvent();

0OzEventQueue eventQueue;

public void run();
void dispatch(OzEvent);

[neXt OzEventQueueSlot

|

OzEvent content;
OzEventQueueSlot next;

OzEvent

public OzEvent getContent();

public OzEventQueueSlot getNext();

OzEventListener eventListener;
EventObject eventObject;

public void setNext(OzEventQueueSlot);

public OzEventListener getEventListener();
public EventObject getEventObject();

Y

EventObject

public void dispatch(EventObject);

o...---_--.-.--..--

l dispatch(EventObject);

OzEventListener

A

l ItemListener

ActionListener

OzltemListener

OzActionListener

public final void dispatch(EventObject);
public void itemStateChanged(ItemEvent);

public final void dispatch(EventObject);
public void actionPerformed(ActionEvent);
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A 735X 0zSecure DUOOOOOOO

0000 OzSecwure DOOOOOOOOOOOCOOOOOOOOOOODOD OzOoOoOoooooooo
00 OzSecure 00 O0O0O0O0OOO0O0O0O0O0O0O0O0O0O OzSecure 00O0O0O0O0O0O0O0O0O0O0O0O0O0O
000000000000000 ozmonitor 0 Oz DO0OO0OO0OO0OOOOOOOOOOOO0OO
o0oo0oooooooo

package JP.go.ipa.oz.system;
/...

public
class 0zSecure extends OzMonitor implements Serializable
{

/...

public final static boolean GREEN = true;

public final static boolean RED = false;

boolean color;

// ...
protected
0zSecure()
{
Thread t = Thread.currentThread();
if (t instanceof ExThread) {
color = ((ExThread)t).color;
} else {
color = RED;
¥
¥
// ...

protected final
void checkSecurelnvocation()

throws SecurityException

{
Thread t = Thread.currentThread();
if (t instaceof ExThread) {
if (! ((ExThread)t).color && color) {
throw new SecurityException("...");
}
} else if (color) {
throw new SecurityException("...");
}
}
// ...

protected final
boolean changeThreadRedIfNecessary(Object callee)
{
Thread t = Thread.currentThread();
if ((t instanceof 0zSecure)
& (((0zSecure)callee).color == GREEN)) {

if ((callee instanceof 0zSecure)
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&& (((0zSecure)callee).color == GREEN)) {
return false;
} else {
((ExThread)t) .color = RED;

return true;

¥
} else {
return false;
}
¥
/...

protected final
void changeRunningToGreen()
throws SecurityException
{
if (color) {
Thread t = Thread.currentThread();
if (t instance of ExThread) {
((ExThread)t) .color = GREEN;
} else {
throw new SecurityException(”...“);
}
} else {
throw new SecurityException("...");

/...

B 275X ExThread OOOO0OODOO0OO

0000 ExThread DO0O0O0O000O0O0O00O0O0OO00ODOO0O0OOO0OO ExThreaedODOOOOOOOO
0o0oooo0ooozoOOOOODOOODOOODDOOO0DOOOO ExThread 00O O OzSecure O
goooooooooobooooooobooobboboo0oobboooboooboOoooDbOoooooOooo
goooooooooooooooboooboobooo

package JP.go.ipa.oz.system;

/...

final
class ExThread extends Thread
{
/...
public static boolean GREEN = 0zSecure.GREEN;
public static boolean RED = 0zSecure.RED;
boolean color = RED;
/...
private
void init(Runnable target)
{
Thread t = Thread.currentThread();
if (t instanceof ExThread) {
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if (target instaceof 0zSecure) {
OzSecure secure = (0zSecure)target;

if (secure.color == 0zSecure.RED) color = RED;
else color = ((ExThread)t).color;
} else {
color = RED;
}
} else {
color = RED;
}
}
/...

ExThread(ThreadGroup cell, Runanble target, ExChannel callee)
{

super(cell, target);

init(target);

/...

C OZAaALINASHPHATEIAV Y KEEED JavaOD O OO OO

7Y x7 b anObject ® XV v F aMethod Z#EHj3 % OZ S0 707 213007 a3 %
ALYV ROEHITHBshb00

// 0Z Si%: anObject->aMethod()
if (changeThreadRedIfNecessary(anObject)) {
try {
anObject() .aMethod();
} finally {
changeRunningToGreen() ;
}
} else {
anObject.aMethod();

D OZAYINAZHPHEATE AV Y FEEND Javal OO OO0

25 X Sample ® XY v ¥ aMethod ¥ €37 % OZ B0 707 7 A0 07 2234 FI12&
VRO EH I Ehs00
oo
public
class Sample extends JP.go.ipa.oz.system.0zSecure
{
/...
public void aMethod()
{

checkSecureInvocation();

/...

/...
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