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Abstract Ensuring the cybersecurity of cyber-physical systems (CPS) requires safety analysis from an early
stage. The safety analysis method STPA is a method that can be applied from an early stage, and STPA-
Sec has been proposed as an extension of this method to address security. However, STPA-Sec has the
issue that some attack scenarios may be omitted in the analysis results. In response, we propose to leave
the derivation of attack types to subsequent threat analysis. Another issue is that no way for linking the
results of STPA-Sec analysis to threat analysis is shown. As an improvement, we propose a method to use

the results to create data flow diagrams of threat analysis and to derive attack methods.
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