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Technical Approaches to Reducing RPO and RTO in Mission-Critical Systems
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Abstract Mission-critical core banking systems must minimize data loss and enable rapid recovery during
disasters. This paper describes disaster recovery enhancements implemented in OptBAE 2.0, a core bank-
ing service for regional financial institutions. Leveraging Azure cloud migration, we designed a dual-region
architecture with continuous operation of disaster recovery system and real-time data synchronization.
Verification testing measured switching time and data loss, demonstrating immediate system switching,

rapid service resumption, and substantial data loss reduction.
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QCD Management for Agile Development as a Product Manager
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Abstract Recently, the rise of innovative information technologies and diverse market needs have increased
uncertainty in the business environment. In this unpredictable situation, companies need to develop prod-
ucts quickly and in stages, aligned with business strategy and focused on user value, in order to stay
competitive. As product requirements change with market growth and customer environments, agile
development using scrum is effective for flexible planning and specification changes. As a member of the
scrum team, the product manager is expected to articulate a future vision for the product and, with the
goal of maximizing product value, lead the scrum team from QCD management perspective. This paper
discusses, from the perspective of product manager, practice-based know-how and initiatives to enhance

the effectiveness of QCD management in product development.
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The Retail Service Vision and Its Enabling Technologies
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Abstract The Retail Service Vision centers on “Foresight Connect” and the data utilization platform “Fore-
sight Data Spark,” both provided by BIPROGY, aiming to achieve greater operational efficiency, cost
reduction, and value enhancement through data utilization in the retail industry. These services compre-
hensively support process optimization, customer development, and data analysis, thereby addressing on-
site challenges and strengthening competitiveness. The adoption of multi-tenant architecture, cloud-native
technologies, and generative Al enhances flexibility, scalability, and operational efficiency. Furthermore, by
establishing a data collaboration framework involving manufacturers, wholesalers, logistics providers, and
consumers, the vision seeks to build a cross-industry ecosystem. BIPROGY’s neutrality encourages partici-
pation from diverse stakeholders and serves as a catalyst for ongoing innovation. The Retail Service Vision

is positioned as a new foundation to support the sustainable growth of both society and business.
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Improving the STPA-Sec Method for Application to Threat Analysis
in CPS Cybersecurity
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Abstract Ensuring the cybersecurity of cyber-physical systems (CPS) requires safety analysis from an early
stage. The safety analysis method STPA is a method that can be applied from an early stage, and STPA-
Sec has been proposed as an extension of this method to address security. However, STPA-Sec has the
issue that some attack scenarios may be omitted in the analysis results. In response, we propose to leave
the derivation of attack types to subsequent threat analysis. Another issue is that no way for linking the
results of STPA-Sec analysis to threat analysis is shown. As an improvement, we propose a method to use

the results to create data flow diagrams of threat analysis and to derive attack methods.
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Applying Generative Al to Customer-Facing Services: A Case Study of a Sales
Proposal Support Platform for Small and Medium-Sized Enterprises
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Abstract Applying generative Al to external customer-facing services requires careful consideration of Al-
specific system requirements, including the assurance of response quality and security; however, few
studies have organized these requirements in conjunction with concrete system architectures. This paper
reports common challenges encountered in applying generative Al and corresponding concrete counter-
measures through a case study of the “SMB Support Platform,” and provides practical insights into
deploying generative Al in external customer-facing services. The platform enables customer analysis sup-
port while suppressing hallucinations through retrieval-augmented generation (RAG) and prompt
engineering, and ensures response quality through countermeasures against prompt injection attacks,
including generative Al security testing, as well as a proprietary response quality evaluation method

based on Al product quality assurance guidelines.
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Streamlining App Development with Cross-Platform Frameworks
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Abstract Developing applications for multiple platforms is essential to respond to the increasing diversity
of platforms on which applications are deployed. However, developing for each platform raises issues such
as increased development costs, difficulty in standardizing specifications, and reduced development speed.
To solve these issues, we have introduced a cross-platform framework into a development project, and this
paper describes the background and results of the introduction. Based on the frequency of releases and
the number of project tasks after introducing the framework, results such as reduced labor hours and con-
sistent UI/UX across each platform were obtained. To improve cross-platform development efficiency, it is

important to adopt a cross-platform framework that meets the requirements.
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