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Recommendations for Incorporating Cyber Resilience Perspectives
into the System Development Process
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Abstract The damage caused by ransomware is increasing in Japan, with some incidents involving the sup-
ply chain leading to business interruptions. The importance of security quality in information systems is
growing day by day. In a security incident involving ransomware that occurred at a customer site in 2022,
the core business system became unavailable, resulting in a complete halt of operations, and the recovery
took several months. In order to prevent such damage, the perspective of “Cyber Resilience” is essential.
“Cyber Resilience” refers to the ability to minimize the impact of cyber security attacks while quickly
recovering to the original state. This paper demonstrates the importance of incorporating a cyber resil-
ience perspective into the information system development process through case studies of recovery from

ransomware-related security incidents.
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