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Changes in Authentication and Authorization Technologies in Data Security
and Future Prospects
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Abstract In today’s increasingly digital society, the importance of data security is growing. Data security
involves protecting data in terms of “confidentiality,” “integrity,” and “availability,” and various technolo-
gies exist to achieve this. “Authentication” and “Authorization” technologies play a central role in data
security, especially in ensuring confidentiality. Techniques like password authentication, multi-factor
authentication, and single sign-on (SSO), as well as the use of Al, ITDR, blockchain, and quantum comput-
ing, contribute to preventing unauthorized access. The BIPROGY Group aims to provide optimal security
solutions to customers using these technologies. In order to ensure a safe and comfortable digital life, it is
essential to understand the fundamental mechanisms and importance of authentication and authorization
technologies, and to select and utilize appropriate technologies based on the usage environment and situa-

tion.
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