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Abstract This paper proposes the construction of Digital Commons as a “social mechanism” that sustain-
ably supports emergence, taking into account the limitations of open innovation in achieving emergent co-
creation. Drawing on the practice of BIPROGY and the theoretical insights of the SECI model and actor-
network theory (ANT), this paper reorganizes the “five-stage model of co-creative emergence.” This model
explains the process by which tacit knowledge of individuals is transformed into social knowledge through
interaction with others, and ultimately becomes established in society as knowledge, institutions, and prod-
ucts, with the “network expansion process” as the core principle. Furthermore, through Ashby’s
complexity control theory (law of minimum diversity and superstability) and BIPROGY’s system practice
examples, the necessity of “appropriate management of complexity” in the foundation supporting emer-
gence is demonstrated. Digital commons serve as social mechanisms supporting the emergence process in
such ecosystems, functioning not only as platforms for sharing information and knowledge but also as co-
creation foundations that facilitate the dynamic reconstruction of meaning and relationships. BIPROGY
aims to solve complex social issues and realize sustainable value creation by implementing this “Digital
Commons” in society, leveraging its neutrality, broad customer base, large-scale transaction processing

capabilities, and practical knowledge of open innovation.
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kaleidosphere: Co-creating Social Impact by Combining Corporate Assets
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Abstract In fiscal year 2022, BIPROGY launched “kaleidosphere,” a collaborative program designed to
address societal challenges and create new businesses by leveraging diverse corporate assets. Rather than
a specific application or IT tool, it is a co-creative framework which aims to both solve the social problems
and create new business, and by combining existing tangible and intangible assets it generates new value
through a step-by-step process of conceptualization and validation.

This study focuses on the ideation phase, outlining facilitation methodologies, observed outcomes, and
challenges in advancing from idea generation to commercialization. Key findings indicate that asset visual-
ization, small-group discussions, and facilitative guidance are effective in shaping concrete concepts.
However, issues remain regarding the clarity of processes for concept development, the transition to imple-
mentation, and the systematic accumulation and reuse of assets and ideas. Based on these findings and
challenge future work will develop mechanisms to manage and circulate these resources as shared assets,

thereby enabling sustained business creation.
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A Space That Shapes Mutual Trust and Where Learning, Collaboration,
and Co-creation Take Place
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Abstract This paper proposes a hypothetical framework for addressing social challenges through “common-
ing” —the collective management and utilization of shared resources— in the digital age. Communities are
formed through self-organization based on empathy and cognitive trust that transcend geographical con-
straints, progressing through three phases —innovation networks, purpose-oriented communities, and
collaborative projects— toward the achievement of their goals. Particularly important is commoning as a
practice of knowledge creation, which generates and sustains knowledge commons through five collective
practices: meeting, sharing, learning, co-creating, and regulating. Furthermore, the collective intelligence of
communities, emergent from the collaboration between biological intelligence and artificial intelligence,
enhances their ability to address complex problems and their agility in action. When tackling social prob-
lems or achieving challenges, the framework presented here as a hypothesis — a community-based unit
characterized by mutual trust, where learning, collaboration, and co-creation occur — is neither the only
method nor a guaranteed remedy for success. However, as Bollier argues, the commons, which are organi-
cally formed as people gather, share common experiences, and accumulate practical knowledge, can
collectively transform society through three approaches: decentralization of decision-making authority, self-

organization, and practice-based.

1. (¥ U & I
7B HEICHRFTBLTWEDTIERL, BEWRRELOEDLY) Z2HE L THEEZ22D
DL, BELTWS. FARIZ, FOSOMMHAIRENICHEZEAZL TS, flzz

(87) 33



34 (88)

FiuE, A EE LR HIEIE IR, B L 2 WEREROIEHRREE O H L BEROWA S 725
THWRLMEOME, S SIIEABAETT 2 ERESCEE T 7 A F v 7 B, SUEZ B EE
ZIILHETHHIRBBOMELR EXH 5. HEOHMAD L TITET 24 ASHEOHT
B2 FRZDOTEEH S TR TELKRY, MESHEL o Tnb. L OREZ N
L, 742082 ZRKTAZLIHAOL2L720 TIER LISE V. o, FERiRE
DERICHLDVOVD=— A&7z T LARIICEEDO TV EZERT HHEICH D, Fhi
O ANZHOER TSI 227 4 PITHORNHALE 2D,

I 2T APHEERLET, ik 3750010 E KT 2HANTBo0LDICTE
=72 (Commoning ; LAEROERLENEH) 5. AREIZOIE= U FICHESEZ YT,
[T, WK LTRZHLIIHECHMRELAEEEHR T4 =37 F7 (2 E050F & &5 1H81K)
O ICHEMBRERITEZ 27250 200] L) EERIBWICHT 2K 25252 L%
MH. FT2HECTARPHIRE TAMABL LTIV 7 BRICELIHES F ) A ZEAL
TEZ 7RI 2T A PEERTLEMNTETHL Z L 25, 3ETHANFENIZSBIT
LA - HHoERE L CoaE= vy, 2, 4BTII 225 1 OHEMN MM
THEHEL 25, SEIITENSDFGEZ MU TRARD HHMAV. TR L BT 5.

2. FIRETHIHAB,; AT IHKRICESIBRESFVF

THGEE P D SRR, AEEOH LW HIHICIACREST 27TV 7 VRUIZBWTIE, 2
Ra=7 413 (el z F U< LAEZ 06§ 2 (ERFELOEFEE) &) IHRD» S O
AT, (FIRPHMZ U $ 2 FDEBBEEHAMNIC X o THHPRBEZ B TO %A
IR % 2 TR D Wiz Ik EE) OBERITHELL Twd. ERZNITHE % 2 Mk kiR %
bONTL Do THEADORMEREI kG I 2 =7 1 2L, HWIZH D > TREZ E
BT H——ZDEMIVOEDLETTRIRDS). AL, BHEIBOERH)BVEDODYF
VA ZRRET 5.

2.1 PFVARE; AT T IBZBRBEO 7 1 —X R TR ENS

COYFIFTE, WHERARE L2333 2271 EH 50 LOFAEET, HWIZHS R0nE
FEARELRT DB L THRS THVERI UL T2 WO A0 5. K
L/ ONIET= Y 7B L T L ARBRIIMA=ZEBO 7 = — A 61s. LT, €
NOT 2 —AEZOHET b HER L-WIREZIAICEZE L Tw L.

7r1—X1. #HElxy FT—7 (HEAZERLLEVHL? ZRVET)  HAORMESLHRE
W LCTHIRT AW EZF U $ 2 EFA LS 2384 v b7 — 27 THaW, bR ER
2Ry, ARy b2 0RMA&FIE LT, REZY 3NV -HOL ) R—=2a v
Ay P IN REEDT I T AR HER L RO B OIS N AR, ks
LEERBFLILNTESL., 207 x— X TUHEHOHLE 2 LB03HE, ek - BEER - 5
e O Z W2 - NEE AV, ZNERORZ AHILIZVIRARLER S0V E R
bLdwv, HEITE0b 2 MERIREICK L CHET HEANEWZFE UL 3 2 00H %
HZETHA. SHIE, ZOMELEALA =V TF 7 (SEDNTELRDEHE) 2L TH
THERE BN REEE N2, /2, TRAERINHEORNEDOYF 4, T4b



HWEBEZE »b O YU LIRE - RAIDEZ 500885 (89) 35

BAEERHE LTOEY a Y2 ML THELE) 2L THH D, ZDWEE DK% BIPROGY
DIRELT HHEOFRRG OPITHEHNSINTVDE. 2202 FIHT 5.

TWVFHAL Vi, v [ 2o FE 5, SVBWRIGEHEZ TSI, #0ER—
AN L 72X GEDFENR PR DD LT A ¥ % H 2 YOI T H I
DHY. FOIMMNTEEIEIMTDONDL L WIHEEICL D, WAFHFOFAR]IZIATH S,
HAOEEICHDLL THA Y THD20. ZOXMNFEIIEEESTFORME R, thad, #&
FE DEYE ML EOERERMD L7259 FHRRPLEMRORMITEVREZ 5
Zbo TLTCTHA VORESEELZ T 5455 EL LT, EHEEREFHEO A4 Ha
ERELTEMT S, T2, BIEEMRRPYHABTLVADOBMP I VW EEL I &
b & 5. (Technology Foresight 2021 — VA5 F 7Nt &% 794 V3567200 [
X05IH)

CDT 2= ATERLIVIHEEHIUTOZOTH 5.

Pl GRAMMGEBEOMK). LElA Y T —21ZSNT 5 N bOEHKEE R 2R DOM
HIEHRE D, BEPHBS I TEL ORI ERFAUWEINS. TOBREICT, MT
DRESIRH - FERN T 2 GEIEHE2 5 4 F 2 AN 2 EEBERY T oD, O
RRE2 (HBREEBEETIEROXY N —VEEK - #iF, 1Z27F7OECSHERBME). 1A
ORERHEIN L CTHIET A~ 2 332 Nz b oMbk % 3k & 3 255"
DR Ay T =7 PR ENE. Ay T =7 BT 5D WOV OftifEE & a0 H i
EDFEODE, 4 =23 T F7HMMRS N TRk BAN ZRESRWZshs (KD, O

.},g;ég;é\gv% : Initiative

\\‘1 < <3 :
o O
LN

/

K1 60 &AM HHEZY FT—7IEEINWASMZO7FIOBRER. 75 7NDIESIISNE, WIEER
Y & EHEREREEFR DL TS (Stochastic Block Model (T & W EELIRIICER). HAIZY T —7 TDX
FEEU TS - B8 - EFEEHOEREBALAEEESY, HECEOHIMEEPEEICH L THEE
THEAMABVWERU $5E2BEH 3. TOMESEIZOTF T2 B L TETHRONZEEZDN
BEEERVEL, £, ThIERINAEHEOEY 3 #F/MUTHRELES.

71—X2 HBEEAOIIaZT< (E5FRTEBH? 27O ECTLTHAL
E173) A=V TFIHAT AMEBOEMSRON 5. ZOMifER & REER LSS
SAMHDH 72Ty, CEICHRTHMRBN 23 I 2 =7 42 ET LY. £2I2C, 7
O Ay TRMEDTED a VERBBILLTOE, ThE ATV A7 4" 7Y



36 (90)

L URBL. ZOTIVATFAREETRE OO YD, —oIciE, (3322540
P AR GEEE) L v AN AMEIRT 2 27 28K E LCTAIZEMICA Y X5l
THbHIE, ThbBEIAVATLAEBMT E2D0DVD=— X &7 3 & FARICHRAD T—
VEERTHIETHL. $—2213, TIY A7 A ZETEEROZ DI (KEiT
BRB) AEZTOTOLADPHARAINDL I ETHA.
DTz —ATERLZVBEHIZIUTO > TH 5.

B3 T ANZFEELEY a U REOHE, FEERICHKT I =T+ DIREY). 1=
7 F T THET DAMEBORBAS RO, hORESFELEL TS [Lwilvn] L2200 [&
A EDBRWEENG, AEESNL (B2 3B = T F7ohEGEE ), ZhziE
B HEY 3 VRFIDVAID IBERTOL., BV a v lifEBA~NEW 2255 A ba5b
D, BHEERICIT I 2T A I8ET S O

R (BETB3IAYRTFLOERMERK). 232254 0FICE Y g YEBICHT-HE
ROPHFEEI NG, HBHEOSINEZ X U & 2 FERRE OB T2 S5 & TOMENES
PHET SN, BMBHBTNENIBNT 5 BHESD VIR T AT IV AT AP SN2 O

71—X3 HRA7OY Vb (FAEEVEEY 3 EHSICERTS) T2V ATLD
BEnsihmetRA7ayo s bearyy—v 7o Yal v bRV F =" EORET
DAL LCub LI, #EET 5.

DT —ATERLZVUTORER, 3322743 REHEZ0LDTH 5.
S5 (AI2=TA TCORAPEFEIO 2V bo&EHL, FEERICED T TEBPFRT
3). AI2=TAHBZNETNICEROD LBV LI VAT 2OME BB TO T 2y
b AR, AREERICES T CIEBISHERT . O

IR L, MUEERICIH - EERE T 2 — X0 ) IR —H N EL O TIE R L,
ROHEID I BZHRHEMEEZFD. ez, 72—X2 (EHYFEBUTELN? 7B bFAYE
YITLTWA VEMD) CTZATATLAOTHA VIATEE UL, SOl T b
Ty bELECH 72— GEEMZEHLZVA? ZRVET) IC7EES THHTA =
VT F T THRORELRE T L. TUPETURLRIVRVI I AT AOTFTHA »2EE T,

2.2 AFEZ2JI3A3 2271 PRETHEMANTEICH S

TIEZV T I =T 4 PHWCWD - THRELZ R LE, 2Ofife4e) 35720105
BT 2 EMNTEHOVESTH L. ZNIFHEL FETT 57208 THHT 2 BRSLHIT, §
LTbbaE s ARAEARIZL, EHL, HIFELTOWLL-DOFRNLEKRE ZNICEDL AL
ORRM L 2 GBI T A TH L. HAEEOBEVEROFHPHERERIIOVWTII A
ST A NHOREE ED L ETERFEZEML, T2, HMRBEROBEZELTHERSD
T2 ARPERT LT Sz, aT= v Ik TEARIRS [ X] 13
I22 74K o THENCHTA - BHEINZERTH Y, A FroFERITRER 2725 THHA S
NB. FREZ, ZREII 2274 PV ELEREZERT 57201082 LK - HEiTh
D, II2=7 1 OWHTAMHEBRE, ThbETAT YT 47 1 BHERFT 2404 L5
ThHb. Tl Th3aIa=r—areipiz@E Ut TREMZ 2T TERNIIPZEOL
n5s.



MWEBEZE »b O YU LIRE - RIS 250885 (91) 37
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resource in a collective manner, with a special regard for equitable access, use and sus-
tainability. (2 I 2 =7 4 BAFHRT7 72X LRI, & L CTHEfm aeM 400 7 Bl % 44
WERPLEFN L) FTREZEHMLvERDONE, IE Y ZEWOTHLRET L
BEMEASH 5. ) — A =™ Think Like a Commoner: A Short Introduction to the Life of
the Commons & 9 51

WO F )+ TIE, HRENRZII 2274030759 bhb72—2212T, ik
BEFTTL7:00KBFLZEMT L2 HENERIN, IE=ZV 7070 ANEZBEINTT
I VAT ADOMMERERZD—HE L THARTND. ZOH ) HE KNI Z 5 72005%
ELT, MWRRICHEHNLTHAI G LOMIB~A 707 )y FaI o714 IZBEREN
% LY AT HOEIEER T A » 2K 2 I2BIRT %

TEZ VXD EREINDERITIE, FH, O BEEE K EORRERS, ALES
FETARE ZAVF—EroREER HOEmWEMZIZIUDETHHERR <5123t
EMR T35 - UL EOEH, Al E2E50RL R 00RH 571259 . ERERE0%Z
JHRWZLDREIE L7200 TH Y, KREOTHZBIEIEHNTOLHDTH 5.

CZET, IEZVTETII 22T 4 PREER O OICEE T A EMPNITHTH L 2 &,
LORIZENNZERO 72— (H8lAy b =2, BHWENII2=74, dF78Y
M) BERTEERENEGYF)FERLE. 220561E, ZHEMGZITE Y A0m2LHE L
THRBICET . [ (CHEALTEREE2TT0L. AIIEII 2 =71 e LTz
HESHD - RENFIEHCHDLHNIE, TV AT LABEOBETHZICRNZ LD -
BIDZL7-b0b 5. FEBRIZ, 218HICTEALLY TV AOHR TR -BE - TA 77T -
EVay - FHEA VR ERIILDLET S SADOHMSHRERHEm A B LT Z3hTw
H. LML, ENSMEEFNSDA 2SN WRITTI 2 =T 1 OFEEE LTl EH
ENBUFIUZRATEEE SN, HRLTLED. ZILLTOHEOPTHRELETTL S
ERMUTHALZECZAbLET, 33227 4 OB X ) ROEEZ W23 720 Mk
Thb, TNITEVA—TREEHEZL, B2 T VT 5200M#aE s A—2, L
CIFCTHIA - BHINDZREKHETHSD. RETIE, o, LANGEIC THRZEAE LEH
FTHIAEZ Y TIZONTESITHEL EBT 5.

3. B HAEHICTHHEZAELEETSIE=T

A5 =3y MEGWT 27T VERE TP bE I REKE LTIEELL. ThEHE»»
FAHEE AT A EIRTD 2T TER R IMEDIA - EHT2ERTL 2, HOEETY
GRERINTHVRWTIE T =T 77 v AREREZoTWDS. [ ¥ —% v Mk
AT ETHHERE P BE) T REB LY, ZO—HT, A—=TrT7r7 kR
T B DU IERE 2 BT A BRI D 2B A K D RS NHILT 2 BRI S H SN
5. 72, PHVAARLREMILZ @ THRDPEECHKICHAIL IS Z LI2X ), R
HOdEo725Ra 2> P o=V TE L oD HNS N2 TLHMICSI HIN5L. Ak
BTV NERE LTHAESINLZ L 2Hiand, TNOOFRIMET LI LDTE W0
T REMEE %25,
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AI2=TABONNCFDOEETHILA =V T7F TIEHELHESZL, EVarziix, =
IAYATADOTHA Y EEAIT L. WK, ZhOGEHOR TSN, T/ 6h
LHHERGE LTV, ZNODMM%E [ —F Y772 ADER] Tlakl, 772 T5
WM ZFOBEDVPRE SN 2TV X] L LTEHT L L, MikoHY, BPViAk, 7272
T HEOBBERET S, 2512, FOIEL AL, BLTWHEOPTII 2
TADEEFTTAHILEBUTRAZFOZREL, L) RWERE W23 720 0[N
L% 5.

FAPBALYMEIII 2T A ICTHESNAAME ATV AL LTHZD720OD=ZDD
WMexBEHL TS (M3). [FEW (artifact) | 1& [74 77 (idea) ] %I L 75w LR HF
8/ — b, HHE Webar7rv, 610, BERA 7 A M Eomfg, i MIDI #,
MR R T =5 R=A R EPREBITH Y, TOHWERICENMSDH L. [T 477 (idea)
FELFoRERZRMDIIHLA A=Y, FEFWNRERDOA A -V EEREHNETIHIEON
HThA [772V74 (facility) ] 1& [Z1EW (artifact) | & ZNICEETNI S

(7477 (dea) | ZHEL - BBL - 727 L 2/FHATHELHTHY, 72, FAOHYT
EXIBITODH 5. MEHESLT — WA T RMEMN %7 720 T4 OREBITH Y, FHHECM
ik, MR ETATT O E o 2B EWETKT 5. 29 LTE20M&ETRASIESX
T, FMEMOALRST, BMBEOLOTIIHLEEOT A FTIME, ThohEEY - &
Ao 77 A/FHERBEFELTDT7 7 U T 4 b DHER R ) ) TEFS 5 G

is expression of ...

. AN
Artifact 7 ldea
is physical resource
(flow unit) of ...
shape

is intangible content
(flow unit) of ...

Facility

3 AIa2=F 4K THEENDHMBEIAT L XELTRADEHD=2DB&—ZEY (artifact), 71T
7 (idea), 77> UF 1 (facility) —&Zh 5 NDEEREE (TAK) — Ostrom and Hess™ "% B8 L1ER]

P1. MEETING P2. SHARING

. Actionable Knowledge
Social challenges . .
Innovative Design

P3. LEARNING P4. CO-CREATING

4 HBGEHICHTAAMBANE L SEOERELTOIAE=Y. PLLEEW (Meeting), P2. 2% (Sharing),
P3. %1 (Learning), P4.3&l (Co-creating), P5.##Hl (Regulating) DA DDEMMEKRE@EL T, B
BEHELELBeT V4 LT AO0MEEZ AT XELTEETS
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b, B, BROBND S RIIEEMRTA TTIE7 72 74 247 &58) BIROHAL
Thh, 773V 74 RENEREL, 200 EO ) ZTHEORTHL". Zoa
EVAOR-Z TR, II2=TANREEHELZLRE A LTw < CEARGENC THIE
A LEHYT 3=V 7)) NEFAL 773U T4 (facility) 137V % VERIC E TR
Eh, WHENEHRNEDBZL23A5R L - ay RO 25, FEW (artifact) 121
KADLDICHLEON L MHEPA VB ENIEEDZ I LD LT 2HNEREIGEN,
72, 7TAF7 (idea) ICIEAFLR /Iy, dOOWRT, BEOT7L -2 L, fHHRE LT
BEHRITERWEFRA2MD Y, e AOF TR 2REBMOAIM S 2=V 7 OHEICA
b, ZHOLTHRLAEZIEV A2 21 HiTHRRAZTF U D0 ZUE, ZHUETRE
DY A MIRTHODOEMIFER, T4bb GLENEH)ICH T 2 HEkeHE L FHOEBEE LT
DAE=T) Eizb (K4).

PL & (Meeting) &), 2445, ZR2LDY, Ak - 5 - SMFULOHEMRZ &
ATTF—2EBETB/F—2IZBL, TIAT YV AZHEKT 5.

P2. #£%F (Sharing) Mk - /oy - &EEGHLH O /MET /28045, 7—5 - 1k -
MikzEZ 5/ V72T,

P3. 21 (Learning) 2 UEW, ZAF NV - Vo 2 REBLENZHETS, A#EEHE
BLCar¥rry— (W) - BT 2)) /90y (T BV R) 2L
5.

P4. #8l (Co-creating) HLIZHREICHT (), LICRIE/AIET S (GLED.

P5. il (Regulating) HIFKOI Y P2 HIHT 2. HEkZFE LRET 5, ME~7 7t
A% /FIHT %, HMakoB&EM/ 552/ T/ BIEE 2R T 5.

EVZIE, B VY MEEEZ 7250 D FREE - LA B3 233 2
=T 4RI Y 729,

ARETIE, HANEBICB 2 ARREHOERE LTOIE=V FIZOWTHELE L. KET
&, ZIELTOHEON T 227 4 SREOBRIT 28 UTHAZFTZREL, LRy
FEex 2T RERN R A OV TERET 5.

4. EZ2; BNEMAEII 17 ¢ OEHAN L4

I3 227 4 OBMEDPLIHPEICHE—F ) L2 TOREERKI, 7V —T5 X7~
OV A ZEET (BESNFHEL W) RAZFD) Hl4 AOGEHGE) 2 B3 2 4 H
MZRAME A2 3 2 =7 A AT 5. 2R [RARMTEERN R = Luiiv] 2 Rnw2
LCHkEREZ M X720, 2 OIS 72 B HATE) 2 B < 5

4.1 #BEELTHELPIIMEF OLPOL>BEI-TV 12 ELTAIaZT1%1RAD
ZENTES
BKZDBWHEOMERCHEIIG II 2T 1 IREBOEIEAKRTDH LD, TNERIE
L LCE (COFIERR) LBl 2RHETET5 -2y PELTRAD I LN TES.
ThbbZhid, WMOELBRELZBIT, KUT, RNZHMLCEEZL) THZOOTHER
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WL, MEBUCHES LCHEr LCATEIL, 1TEIC X 2 BRBOEMLE S0, BT —d7
PEZEIV)HEEFFOPDOL ) BTV 2y PTHEH. M5k~ u— "X 2 ERB R
£ “Supermind” OFHBEORE L L12, I I 2= 1 OERMMLRAEE 27255 53
HREEETMLL7MENTH L. ZORENZRAERE, 2L Cw {taopThiEe
o TWALHELOHENOIET L. MR LHFLIHH L HER = — XY -2 LY,
INOEENZNMEZIC L 2R L2 THZ S (observe). WIS, 7 51 5/ FER/ M A
AOBLAUTHEE L T RRIRDUTRDV, T h5MEORE T L@ ETR L, T8
TAER T REPEOBER T b HMEIT T2 b F L 220328 723 (orient). Z
NFEFTIKII2=FTAPHPEZ BTS2 L %28 L TEFY (learn) OFEHE (remember)
&, RGN R R ER B OO DAGRRE b, ENEFNOBREIEEL T
577 MAAIKHLTHEOWOWOISELZRR, BEHOH» 5 RKIGER TR EHREL D
(decide), ZDFEBIZMHT TITEIT 2 (act). fTEHIHBRREBVOREZD 26T DD
L, FEICRBICESL 2L b H 5. EHOEARITEHORRIC L 2202 L LARFL & DR
Mo, B TWMEOH -2 %Z %55 (learn).

v

ORIENT DECIDE

F F

OBSERVE REMEMBER

LEARN

K5 327 OEMANEMME LB 2RMBIE. MUEBREEH T (observe), HUT, KK
*EBLTEELITHEDDTHERVEL (orient), MMEEHICES U TREIL T (decide) 1TEIL
(act), TENCLBIRIENDE(EFV (learn), FIET S (remember).

FRECHR AR B R AR O FF O RRAIBEEE ™ IR B D 7V — FIEE A S AT A, ok
LAV DFRARERRIZ T AL L NV B IEB OB IS T3 3T, REL o Tnd 2 &I2H]
WEGz22ZLTlBizEd. 728218, KElo7-o0M#zflE L LERT 2107 V-7
B ) 2oiE, GRELZETTA2IL2BLTRZ%TEZREL, 2L T {HED
PCEEEITLH L) BOEEREL LWL T AR 2R L NIVICAIZEL, Zhaisa
a7 4 OFEENRERREOMBEEZF D, FLTMLANVO (Ho0) EHICHIKES
2 TEL (H6).

4.2 HFmHMEEEAIHE; RE32HOMEIGHHAL TRIRT 2EANLHMMEIREOKZ
WEHEHEICHT2L)RVERREEZHL, FARICITHORBMRZEHS

TV NVEHUIZ B W TIRADRA LA TR 2 HEEE AT (AD &AM 2 iV o

T B ER ST ZAI DL TWw L, ATEBBEORE 2REIC T 22 EE 37

DOHRE T2 EHIELME2EA IO O TWREZRO TWD. TR/ - F—

ELTADRHREAIIRL, A mbd 2", BMETE EHIRL D O DORHIRED il

il
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CONSLIames

:
o
Q
&
Q©

6 REDTIV—TEBHIPSAKTZ2AI2 2T DERMNERMBERE. A OO JIV—TEE (Group
Activities) » 5, HEFHAYLERAHEBE (Collective Cognition) HHFEAFEL NIVICEIFEL (emergence), Zh
FAI2ZF A DBEFEECERREDBEEEZT, FETHRELANLO (A20) EBHICHHEEZ TE
< (constraints).

BT M IAELID)IVDHDIZT S,

ANEFRZLZMEEARHOAI =V N3 22574 0BE LTI ) EICHkE
—Z AT T S (4 A AL HifRORE ) 22 %) SREI AR B O K & W
FEICH 5 &) BWRRSEZEE ML, FRICTHORBEZ RO . 2L 21E, [JEELSH)
e NEAEE T 2 HEMERMEICHE I I 2= 7 102, HORE2HEETESE CF) 40
Tr—RX2) BEZTHADL. ZOL)MEICHTIHEREZTHRIT 2L 121, WE
R 2 B TRV T TRERILEML, 0L, —HFAMGERZIMT2 &) #IEEZ RS,
27 L A4 ¥ 5 ® Collaboratorium™ ™" %2 1 # & & D-agree™ 7 &, Issue-Based Information
System (IBIS) F#:"™ & H W CaH#OETZMHICL, #EmiiEbsea ki) €57
L—%x—TJxr M, #Ewmocz Ay b —2OBICTHALL TRAZZAEZAIY 720
(H7) BPEETELIMANEFHHELZEL, DXL, 2H) L THWERELZ I AT AL
LCHAIZHEEL, THT28E (Y FVFT072—X3) IZBWTIE, #EAEGER IoT 7\
ARABRERY VT =2 0%zt —BEPS M LHN2 5 TV E A4 KRR Z R 2
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(observe), ZALL TW < MEOEKGEEZIZ S L (orient) " TE A LHICT 5. F7z,

Al =z YV I BENLBEOT— S0 o7 — 2 L THEOHEREZ Y TV 1 A
WA, PREFVA L) EMATNE25 25, FR513a3I 2275 4 282 RS 56k

(orient) % 5. FEMFET IS CTHE§ 2 BERELIRT— Y = ¥ POBREOZLE 5T L,

EINDL T HBERELCII =T 1 OMBEGELITEIZHEIT L, IY 135 3402
5 XD RRMRITE % IR (decide) TE B X HIXT 5. 29 LT, AR A THBED
RALCTAIFET 233 227 1 OERBZAMEZ [BANTERN 2] 2 RwZ L CiREY
MXZL, ZOEBICING 728 H1TE % B RA.

: idea: encourage

@ technological
advance
! idea:

%lpporting carbon tax
it
@ argumen . /

» idea: impose
Idea of how ecological economics 1 idea: give away
to address \ ! idea: ? issue: how__—7  for free
/ Rejecting emissions ——> allocate
trading certificates? .
@ argument ? Issue: how ! idea: impose \ !idea: purchased

. mitigate climate > pollution limits by polluters
Issue or Question

change? . -
that needs to 8 + Agreg. maximizes
be resolved \ economic efficiency
@ ! idea: litigate

against polluters

Another Idea of - Disagree:
how to address teadershi
- Disagree: , —— cane:hzj;sge“(’his
1 idea: volunta too few people
: : ry
simplicity -~ will do it \
+ Agree: recycling rates

remain low in absence of
economic incentives

7 Collaboratorium (Z & 251D FR{LF (8 : Klein et al."™ %)

5. ¥ & &

HEOBEICHTLII 2 =T A RO ITE= Y ZIETFOUIE 57272 b THOPISHFET
HOTI AL, ERNAZERREOEERZB LU C22b0 bhb. Aiioffkme LT, BH
W TCRB [HEOMEZMEH L, -0 MEE2ERT A-012, WAL TRAEBIE
HOHMMILLEZEHT 24 =07 F 742 5 ICER R ERNTE 227250 7. ] 123t
T AR AT 5.

REE L 23 2 =7 4 (SHBAHI &8 R 2 IE & RIS LS < A CHIILIC X - TR
wEh, ZBEBEO7 - FAlAy bU—2, HEENII2=7 1, #EET0V 27 M)
R THROREDERANEEDL. O

A= T7F7RBEE L LICLABEHER—-ZIZ, {EA Y M7 =27 OFICH MRS
5. ZOHELIIHAOMERHEIIKT 2 HET HaE~oMnTths GRE2). 1=
7 F 7RO L, HFOBREOEFLHESMEEICD E O KRN RER (HLZ &
BTEDLN) BMROEEIH S GEELD. FHITME - B - S omEmR % B2 72 A%
L&V, ZRENORZ BRI LI2WRARFER S WHWE AW LD ) FTEK
ENG, IE=ZV 7RI LOLTIHEOHELERT 2 HELMMITENIA =2 7 F 725 L
THET5II 227410750 6N5. bbb, II2=27412C, k&L ET
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FTLOOEEEPEMT L HENFEARIN, IT /o7 ARE LRI CZaY AT
L DMMEIEER ORI ART NG GRES, 4, 5).

REH 2. WM&y - b - 200 A - BT OERMERICE 5 GRANEENIC THIEE Al
LB AIEZ V) AT XA - M. O

AI2=FTABONNCFORIETH A4 =V T7F 7TIEHELHEZL, €©Va vz, =
VAT AEEET S LK, ENSEORTREESND /72BN L Mik%E AT
5. HEIE GEANGENC CTHRRZALE LSBT 23E=07) L LTEKSN, 5N
g, ZhEHESOBERBNERTZ2bE, Miawv, b, %0, LE, #ilchds ZoaE
VAT, BRELTOHBOALLT, TALPET) -FExoh - 77X /FIHE NS
Bt LT 77074 bHEMWRR ) HCTEET NG L 25, S5, MM~
ADLOHIZH BT A T 7R E L THERB TS 2 VRN Z &H, FU0Z@E L THA A
OH TR ZEBRAMOAINL 3=V ZOFRICAS.

RBE 3. ZEUATE & A THTED IS X D AIRT 2 3 3 2 =7 1 ORMI0AITEIS B A~
DRILAES) EATRIO BRI L 2 Fb B, O

TI2=2T7 4 IIREOEERTH LD, Thze [BRAELE L ThrbattzRoro k) %
I—Vxy M ELTRRDZIENTES. TV Y MIHLOITHZIEL TV & EK
TAHMEEHD, TLEBEOLEFATTHOM L WA 2 BREE IS § 5 HEEZ b fii 2
5. bbb, WY ELERZBEL, RKRL2HEML TELZE) 750001782 2L,
liEBUCIE S LCHir LTI L, fTENC X B0 ZL 240N ET 5. 20, =—Y ¥
Fo (BEIWZ) AERRBO 7V —FEEH» S5, ARICZOnEE2HEHS 2. Al%
FZLDETHIEHRBEEMIMEARAEIN Y 7 by 27—V = PREBFTRY PAE L
LTboZza I a=7 4 OFEF AN, BBLOKR S WEHE % HEI LT 2 &g &
b, MRzHEESNL, ARICTHORBELZ SO 5.

6. & H 1 I

HEOMBEEFHE L2 VEE ER LD T2 ikt &, AFECTHRBEE L ORLA:
Ja=T AR LT HEEEZ 2750 ) ULl - LRI Z 2508H4) &
ZOME—DR D) FTH R, WIEHRT 25T v, 225 (K 29058 &
IN) ADEG, FURBREZILEL, FERNZAREEET 200 THRMICER SN S 3
TR, BEAREHROSH, BCMRL, EBERX—ZXEWH)=Zo07 Tu—FTEEMIZ
MEEREVEZLIENTEL., VEeD20AI 22T ADPIHDDL ATV IPREITNSHE
xdb726L, ZINOEILRDIT=VIIPAETR, BAAHRE Y X T AEKRIZIED > TR
RN K E BREOERISE DV TW L — R BIEZ I V) Y F ) F 2 ICERHEEL 2 L
BTELOTEDAL TV, ZIUIHERO L) 2L LTTIERL, HENLEZ L, BEIZ
Lo TR ELABL L TEZLNLIRETHS.



MWEBEZE »b O YU LIRE - R 500885 (99) 45

B ARIORTRHEZ L THICH2), BIPROGY DEELICLATVINIAE S A% T —
REFHHOT =T v ay TTOMmE ML THAZI L2MA AN HITHER 2 E
RIE S TICRCEH LT

SEXW

¥ 1 AF V74— FR¥EZBE LR, HP (Hewlett Packard) (ACRE W B0 A 77 BEE,
ZLTEBDONRYF v —F % EZ UHFEITHE LT, 52 A, Mk - Bt oz,
HEFREMZFTLIETEREINTVS, A= Ty 72F0RERLaIaT 4 =1
DT — 7 AR—APMUOBRERRLEMR L OLHBEEEIRML, $4 AL F VO
HEEATBETHIETA I RN— 3 v LRI 2 X ¢ 5.

% 2 [fZ#H] (cognitive trust) &%, BHZEEIHEA L, BHEZIL2EBLOMOBK L

BItR. AW BEEBEL, BICKET 2. ARBIPHSTOLOICAKATHL TSNS S

LEFHLTWS.

HAAY NPT =2 Do I 2T ANAEY T Y VT AEERRRNE 2 5.

vy —=T7 4 3o B E RO BBOMBED T B 720K 5 3R,

YVaA v Ry Fx— (joint venture) : HWHOBENLFEIME L CTud LF L8 LAt

BNy FIEBIICAONZBRERERCHEMRE 2 EBEAEHETLL I ANELE

NAy bI=2Thsb. 7Yy FaiihbsESREEhE2o ) Hdim () LHEEm=E

TE) EHFFEURCHALREICR > T0d (TFHONT ¥ AHTN T2 = FREE RO JEHI)

CENPRETHY, FRKICERZRTIEIETERY., FEEMHKONT VA ENDL &

7y FRENDEROEEISEL, ZOLEBIRIFAHEA L B2 WEHREI L L

TRBBHEFEICTES. FEEHIC L 2 B AN O COREROFINILT 5720

12, 77Uy BARV—=ZIZKIIEEHTRAKNFEEHOM I %) 7V 5 4 2CHIE L CE Bk

IR, F, L) RVWEMoOZEIIH L CEHEFIICE S MBS TRl

(AKW) 2T 5. BRFEEKEBROY — X & 7% 5 KERRBERLRNFE LR &0 HREIE

BHRIRARHICHEIARE LRI ANT—=TH 5. 7))y IR I N s2EBHOHFCTHKE

KEFRDOEDDEEIRZ 120N T, FARFAREOHEIHEL 2o T L. FhixikR

IR Lo R @M 2 EBT LI LPHEE L2 -oTVD, I3 2 =T 4 FHIBO S —K

—a—bINEFERL, FRICKEICDMZ ) 2R iEalrEZRTsZ Lady. HE

BEWT L7010 22T 4 2T 5 3E L RO~ A 2 ar) v FEBKT 5%

THY, 7Yy FEENZBHOFTHRNT v 2A0MFE (THFEETERL) 3=V

I DFEHTL. GHEELTOBEPSRNE, ~A4 27027y FORIZ [BIFEDZ (resource

system) | THYII2=F AL VFRNT VADKEEHEN, FH7Y Y FEERD

BIE [HFEOHAL (resource unit) | &%), BHERETL2HE/HETHEHITL YA

M EN 5.

Mo [727250 | L1d, TOMHHRERICHTZADLTIIT 7L ARHMT L2 L2/,
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Efforts to Enhance Comprehension and Empathy in Communication
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Abstract In communication, people can build trust which leads to productive and efficient relationships
when they comprehend or empathize with others. This study explores methods to enhance comprehension
or empathy in communication by visualizing the content of conversations and estimating the other per-
son’s internal states through experiment that simulates actual communication. The results showed that
automated visualization of conversation contributed to improving comprehension. In estimating listener’s
internal states, it became clear that the level of comprehension or empathy could be grasped by biometric

synchronization between speaker and listener.
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THEYmEEEFEEcEZEHNL (m—20, m+20) ZHEMHED) HRMIEZ > T 25 E
EREOXEE T4, ZOXMIZOWTEMBEBNHEMBEORAEZ R L L, Zhz R
Ll BREIZY =27 L —HT A%, KEOWOETHLLE50H 5.

SN % B OB, BIRE, LRE, REOEBEHMENAICOS LT, BEEo
27 N—FIHF, ABEZRE L 2UTFERELSMEZEI, 3UEEASELLS
mEzEmE Ll TR, WEEICBWTIE2UT (K:94) &30LE (B:134%) O
o en, Rt REZIT o 72858, AREI LGP o723 00 BEmIE SN (k=152
»=0071) (M7 B)). XFEIIBWTE2UT (K:8%) &3V Lol (& :144%) Z5H)
THMtREEIT - 2R, 2HOMICHERENMEO NIz (1=236,p=0014) (X7 (C)).
BRI CHES, = FMT 2 ENNCH B LA b otz —T, BYREE & B
WZOWTIIHEE LTSN h o 7 (BRI : 1=0445, p=033; JLRIE : 1,=1.12, p=0.14).

3.3 MHFOREHTE BHEFELH)

W LFLHEFoRBRMOTFHMEE M (A) \RT. WHMHG RO 252 IEDY;
213, BMEFEFENRTED, E@EA’i%ﬁwaé(mﬂ(%ﬂ9ﬂ):ﬁ%&t—7
ARELTEY, MEFIEEHELFE2DS 03-09 BN THY L Tz, ZofRid, BEAFE™
LHTH 5.

SN % B ERAEOBREE, BRE, WREE, IREOFBEHMERAICS LT, BE Ko
27 NV—712050, BHRMZRKR L2 2 TEMELSME 2RI, 3D LEmEL:
BEZEmEmE Lz, FOME, BMENSWI V-7, B V—7L L CHEICHEE
FAE -7 (K8 (B), ty=201,p<005). —J, BBRE, EEROZEEICBW T
B H AN B 233 o e o7z (BBREE  £,=015, p=044; JLKEE 1 1,,=028, p=0.39
ii‘%f&:tzozo.szp:o.%). L72h-C, EfFENE VAL, KA s RTHEREPFEYT 5
TEITIZH B 2 EHbhoTz.

51, HMEMEVLSINE L 18 (15-218) =2 3BELTEY, BRENREV
ZME LV EBRUTRB LTS TREEY?D 5.
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4.1 MHFEABFOFRIE
HAMZERMEOREDHHAERNS, LI—=F =X D) TAIAL DB SNZTT T4y
yLa—FiE, —HAOII 2=l —3 g VICBIT A ERE, SRR, JREER R LSS 55
EVH LI EDPMRTE. T2, I 74y 7MW TOrSAMICE5) TV A A TORME
HRE O FICES T AWREMEIVRIE I N, 77 20X AfliELa—5—I12L5
WHIEEOMBRERTE ol T, FI9 74y 7l 7TOrS608757 497 L
I—F4 YT DTRO—ES%#HEML L 723 D TH L7720, L OEIARELTWSE I LD
FRTHHEEZTVD, 574y 27 Lba—F4 7 OHBLIZANT T, Listen-Think-
Draw D ZNEND TREICOVWTELET .

4.1.1 7274y 90L3=FT 1> TODEBEICOVWTOEE

Listen O T TIX, FHBRICELD VT VA2 T 2B T 2205, iakik, HMHREOR
BOWEL XL Vo HENH Y, HEEBIVATLELTINOANDOHIEROLNS. 72,
MEETIRALRAFTAOZH, LXOXE) ) ORI SEDH 5720, BRISHITEFICE ) XEE
e L7z XOKRY Y 2475729 L TKD Think O THENHED 5.

Think D THETIE, EELZF—T7—FL 7L —A0#E, EEEROPERRLER, Mikics
WIEHROIUE & B, WREROBREOBEREZITH) 2 LT, HEELEHRAER S (IS
WHROMBREIERSNL. COTHETOREOMEN LS, 7075030 T5I 7497
L a— FOSEN IS 720, JEkEHRO M & QRS BULEE OB AT K TH 5.

Draw DL TIX, F—T—FR 7L —IXMhoDT 574 v 7~OHR, HUYUAL A —T DM
i, 7774 v 7 ORERESEZITIREIRPE RV, 774y 7B T 0T AT,
BEHIET 27T 74 v 7 R FEICHEL, XEPOAFIIHINT 5 BRD D > 72356 12
W32 hEERS 72 MBI, EELF—T—-FR 7L —X% AL AR 7O I ALK
LEEEHETEREL TH D, HERAN— AR H TR 2 12 IUE LTl 2
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FHS 5 X9 28R, AR ATICHBNE BRI 270 S 252 Cr 774 v 7 %28
B S B TTEENE R HND.

4.1.2 S#ICMIT

MELETOEZ T EMONE, 79749 7 O8GRI TEL X H1RY, X
LR TWEBZRMIUTE L7259, 4%, SRR TT 749 71200 THET L Tw L.
L OFEBRTIE, FKIEDVPHATLERRE L 75 74 v 7l 70 75 L ORI Z R E
L7225, XD IEHESZ WHEEOR 2 e 5L, SHICKE LRIk SND. £
D7z, FRA VI =Tz —RE LT, BN ERTA MR- FRT 4 —VD X5 % FoRikHE
EREIL 2T NE RS v, 72, FHEOEBREZHRML T, SHEOE L ) OHPARFHEOI
NERBT2HELWETRETHSL. €LTC, HBZI 74 v 7 Vva—74 v 7ikiEx %<
OXNFEDHARM T 272012, T I 22— a3 Y=o TWw5 &) RIEHE LS
DA B MET L T <.
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4.2.1 AEICKBZHEFORE#T

KB OFEBFER DS, I —HITIE, BINEOHETIRE AT H 15 L CRBRLTR L 7-.
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bNTWE, ZOROMBRNOLEBZEN ST 20—, EyFea—L)dEEofpE
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4.2.2 BRBEICE32BEFOREHTE

BHOEFHE R, S, MREOHCHEFIIFHELFORE IS L TERRICENLCTHYT 2
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AREBRTIZHREICB W TR RPIGEVIER SN 22 o 72720, BEHISREICKF L TR
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4.2.3 SRICAIT

FE DRI BV TE R & L OMBIDY, B H ORI BV TIZPLE & OMBID A 5
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5. & b 1 I

AWFRETIX, TI2=F—¥ 3 YO LICET T, WEENEOTHAL L HTFOIREHEE %
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v, BREQR FICHFS TE 2RI RS SNz, HFORBHEEICB VT, ARER
DOFEMEZRSZ LT, HFECHREIHEETE LI LG oT.
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H—RZa—BFZIVOERICH T -FE{LAEEDER &
BEMESEY —E X [Relvis] DIRE

Proposing the Use of Non-fossil Certificates and the Environmental Value
Management Service “Re:lvis” to Achieve Carbon Neutrality

T H R X

B ) HATIE A—Kr=a— I NVOERIZITT, /LAZRLVF—25DRH & iRE
BT A O, BHEEEZMY EEEL6X (F)V =V T VAT —RA =T av) I#ELT
HTHhb, e A bOBEDSEMM TOMISHHEE LW, F3FIRIbAGERE IS
L, B OB NBHFILEEREI SMEENT VLI L 2T LI ENEETHS. LirL,
ILAFEFEOFEHIIBMTH D, HAZFOAUM ORI IE ML EOEIH A I TS,

BIPROGY (&, FHLAFEEOFRERCE YL D20 DERERE TV 7 MEL, 2FLEXS
[Reldvis] &) BRBMEERY —CAZRMEL, REFI—FR =2 - I NVEEKTS
72ODOYR— PR LTS, FHLAEHELZFHT L2 BERL IS SHHZHET L T b 3%
\2, Relvis ORI ZIETF A Z & T, HLAMFOFMMEZ S S5ITEILL, #—Kr=a—
FINEERT HMEEIMZL L EHIET

Abstract In Japan, GX (Green Transformation) is underway to achieve carbon neutrality, which is a process
of moving away from fossil energy and reducing greenhouse gases, while achieving economic growth at
the same time. Since it is difficult to achieve this goal in a short period of time from the viewpoints of
equipment and cost, it is important to first obtain non-fossil certificates to prove that their electricity is
supplied from non-fossil power sources. However, the management of non-fossil certificates is complicated,
and there are many problems such as increased workloads and personalization of the person in charge.

BIPROGY provides an environmental value management service called “Relvis” that digitizes and
streamlines the management of information required for procurement and allocation of non-fossil certifi-
cates, and supports enterprises in achieving carbon neutrality. By expanding the use of Reilvis to
companies that currently use Non-Fossil Certificates or are considering using them, we aim to further
stimulate the use of Non-Fossil Certificates and increase the number of companies that achieve carbon

neutrality.
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Changes in Authentication and Authorization Technologies in Data Security
and Future Prospects
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Abstract In today’s increasingly digital society, the importance of data security is growing. Data security
involves protecting data in terms of “confidentiality,” “integrity,” and “availability,” and various technolo-
gies exist to achieve this. “Authentication” and “Authorization” technologies play a central role in data
security, especially in ensuring confidentiality. Techniques like password authentication, multi-factor
authentication, and single sign-on (SSO), as well as the use of Al, ITDR, blockchain, and quantum comput-
ing, contribute to preventing unauthorized access. The BIPROGY Group aims to provide optimal security
solutions to customers using these technologies. In order to ensure a safe and comfortable digital life, it is
essential to understand the fundamental mechanisms and importance of authentication and authorization
technologies, and to select and utilize appropriate technologies based on the usage environment and situa-

tion.
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T3 FOMERE 52 114,
INOOEHREBT 2 2L, [FRF] L3 [T 720350 ] 2WRT 270 A THY, [
TJ&iF%@Aiﬂﬁf%%@#,LT%Ew@ﬁJ%% A5 5 7O ATHA. HWM
BLO (W] oM ZEICHHTLIET, F=F\OT 7L AEREHEL, 77EA
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LT 2 RUD S 2 #PHOMER 2 45T & 5. FUGEER R D55 Tlakk 4 B A L
T, Tho 2B R RRIC L o TEYISHAGDETHHT L2 LT, 7% 2@t
HETDHIENTES.

3. T—A2t¥XaUF 1 TCEAINSDEEEE - SRETHT
AKETIE, =¥ tF 2514 TIHHESNTWAEIDB L T OEMIZOWTREMN D
DEY LI, S O ARIFHIZOWTIRRS,

3.1 TEREA SO TE/EIEE - SRR DEM

AETHRY LT 2HAMIE, BECE L ORFERHF—ERIIBWTHHINTEY, oI
LTWwa. T07/z0, ZhHOHAMNIEEEERCET IR 2HAZ DA AT LR § <, i
FEHD L\, —HT, TRETNOEMNIN§ 2 BURFHERLMEMEICH T 52 H MRS MR L 23w
720, FIHICH72o T HHITERTNETH 5.

3.1.1 /SR7— RSB

L DOANDS [RAE] &) F =T — FhL@BT 8 & LT [7SA7— FEEE] 2% 5.
NRAT = FIRBEDLL O - XATHHEINTEY, FI5MEBELHRESIIBNT,
AT — REELFITEET LI LIINETSH .

NAT— FORBELTE FEAOLRTE] 2B FoNnb. R"AT— AT, L
= ZADOFHHICE o TLL WD DOTH L7120, FHBIIST L7200 — FL)s
v, F7o, NAT— FERET H720DORRZERRER O AR R 720, BAIT A M KL,
- ARBICBVTHRMBICERETE S,

—HT, NAT—=FOFHIZIZEEL 2 ) A7 DD L. SAT— FOFFDY A7 122V TIEK
ELTT [RH] & [HE] L) 2oy —U2dh 5.

[RiR] ALV IETIE, 74074 e EIZE228327 = Foiiamz T, PC
WA T = FEEBWXEZ Mo TV I 2EARONL Y, 2—F—-HHOFHRHE
PERELLZ DD, 72, NAT—=FOMEVWEDLLIZE ST, =207 — FOJFHR
PEBOY —C ADREFEREWII DR >TLE ) 28—V SIFET 5.

(] SNDE V) HTIE, FERBERL TV — 7+ — AW L EA 2 FEICL > Ta—
P—DNRAT— REFZRENE ) R HFBTONL. BESEREON L ATORREIZE T
ISAT — ROFEFE NS T TORMIIFE L BHESN TS, REOHF A N—tF 2 7 1 @23
Td % Home Security Heroes BWAE L TWAERICX AL, BHEARICL 2327 — FFHll
Al [PassGAN] 12X 5T, /N2 T— FP3E (RXFE/NLTFOM)), By, oz aTh
HALTWAEETH-> T, 8HD/SAT — FAH 7THER & v ) MR T T 5 L 3T
w5,

7, [AHPSNZAT—FE2ENTLE)] L)V RI7EHE. ZOVAZIIHIRT S72
DI, BZRTWEIIINAT=F2fnEbLD), AR LR TR
L7722 kil&oT, MWHEIC [l ShD%E08H5.

THAALIRHEAEARRE (IPA) ™ AL T d [EMEF 29 74 10 K& 20257 ] TIEMEA
MITOBBICELT [ ¥ =%y N LEOYF—EZA~NORIETZ A ¥ ] OEHED 10 4EE R T



74 (128)

SYIAYLTD, I3 LBk BT 2 CIPA Tl [ % 21 7 1 O IA L JL0H
Y THRRT— PO R EHEE AR LTV

CHLWRELS, FAICSAT— FOAZMEHT LI L RBRICBVTHEDTEWY A7
D) FETHLEFR .

3.1.2 ZEREE (MFA (Multi-Factor Authentication))
BLIETHEIF/ L) B/NAT— FOARDFIETHOY A7 Z T 52 —2>DOFEL LT, %
WHEIIE (LT, MFA) 2% 5. $EFEFIE LTI —F —OBGEZ AT 5 08B0 EE
WX BREFEA TR T B2 HETHSD. ST TOERBOEFREIE, RUIRT IMEICHTEHING.

®1 SEZFDMOEER
53 FIH T & % REELE fREH)
MR | 2= =2 o TV BRI X BEE | AT — F, WEOHM
I | 2= —2rAE LT B WX 5886 | SMS, 2 —) OTP, IC #—F
ARESR | 21— — 0 BRI < FEGE L

LRFIEZ, o0 b 4R Ed 2HEUEOEREOMAG DRI L > TRHAEETH
Z L ERFifRE L’CioV) ZNENOEFOPTH S FSFLHAEAHTLIENTE S,
121, Okta™ #2324t LT % [Okta Verify| % Microsoft #:2%2ft L Tv» % [MS Authen-
ticator] Vo 7ZMEHDOT TV r—2 a Y EFHTAHI LT, Ty ¥ a AR EKEERE, T
Vr—3a yhroIUETE D 75, AARER & Ok & % 5 2 AT U 7255 1 2 5RAETF
BOLAET 5.

y%imﬁ@k§&x01but%1074®ﬁi LR =FIZBIFAYAZD L

12, RISV T NDDERERE L 72HETD, EU@%??» LEBRENER SN L 720, RIE
T ARFMTE S, F72, COBMOEIENERENIZE V) B AN L T, Z—HF =23
HHDOT AT Y PNORIET 7t AE AT E o FICb 4.

—H T, LEZRFIGL—F—OFMEMEE 2 2 NI CTORENFET S, FBEEICHET 553
BE LT, HBOERCLZEEIRDOND 20, T—F—DOFRIHZ 5 LTS
NaH. F72, INEEHLL [LERFEFTHE ] (MFA Fatigue Attack) & W9 BT
FELHEAEL TS, THIFREL TV 2= —lE b S ITED#H DR L MFA 0%k %
192 LT, T—F—0OBEME HDVITHEHREF - TRIAFZ YT L L0 FETH 5.

aX MEHTOMEL LTI, ﬁﬁ%%’%feiﬁ(%?%%ﬂﬁi L72RBAER AT 9 72012, ARz
MAMD ZEATE LSRR L, A ’ﬁﬁ%%%%ﬂi_btcbﬂuitc%tﬁbn_kﬁ"ébf%h% i
AT, A LRGEEHER L= — 2L o THIREAD R W HETH - 1256, BULREEZ L
ZUUNEELEVWI LD 5.

Okta #: 254249 % [The Secure Sign-in Trends Report™] TiZHAD L —+—0 MFA &
AFIZ 5% E VI RRERSTBY, WIEEHRTHRVAKEELCH L. ZORES S, IF
WHATREINETHHEINTI b o BHRPTEEZAATLEIE, HEVIEEALANTX
a2 D2 EANOEPUEATRNZ LD ERTE L. SERRBIEEZNY ANSLZ L oEEN L
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LB, ZERFHOAY v b, TAYy FETEICHHAL, 2= —2WELHHTES
RMEED LT & 2w,

3.1.3 /XXT7—KL 53k

WA — U ARGRE, Ao ) XA 7 — FE2FHE3 I FiE T2 1T) 7at A
Y. TNCE-TRRAT=FICETAHY A7 2 E#ET 2 LFEREZ, Z—F—D)X2AT7—F
REMTLFHMOALL LN TES.

FEE LT, 3 1L2HOLEERMOEE L L THEITLIHRER, ERERoZhEho
T D 5. WHEZBREIHERT 22 L THEERIELMATILHTELY, ZORLEIE
L EFRIE L FARICHAORSRR ZNEZFHT 272008 F L Vo723 X M TOREEN A
T5.

AT — FLAZGOHEEZ BN E LAERFAEKTH S FIDOTI7A4 T Y ATIEX, ZTon
A — R L AGRGEOEREN R BETH D [FIDO] % [7N2F—] Lvio 7-HBBIS 2 6l T
BY, A A Lo h b REORHELE DN L, BEHEOIKT % /327 — FL AF
FEIC K Bk A e A ) v b ERFEEHERE R TREL TS

3.1.4 Single Sign On (SSO)

Single Sign On (LLF, SSO) 33 TINF TRIFCELFMOFTHELIIRALRDY, 22— —
#ﬁ&@%—tx%ﬂm?é EERRITRICEREEE 2 TP 5 2 & THMEM: % 10 B3 A AT
H5D. HETSE AT LANREED SSO OBEIHED T & ZHIHRIC, FREDT—EATHDIC
RAEZAT o 7MY —EATHMHT A L THRIED T O A2 A F v T TE B,

SSO RV 2P DS ADPHFAET 225, PTHERE LR TETVLDOERFET T )L
#MHT B HETHH. ThOHEBFIL Yy —%y P ETHERETS Web 77— 3 v T
FHINTBY, 78 b3 VORI T ICHERR L 7-383EEH (b—2 ) 2FHT5 2
ETREZ, »ONRY ¥ — OB SR L 2 WL L 72 TDSSO 2 BT E 5.

FRREAE OAPE LN D SSO DAY v & LT, FIHT 5% — AR TORMEE DK —
BHETFOND. $O®7nkx®¢f%@®mﬁ%+ W RIREICT A2 LT, £ —
CADPMERNI R A EHETERVWIEEICBWTY, FAKEORIESRIES .

~ﬁf,$0Liw<o#®ﬁ3&0x7#ﬁﬁﬁé.%®~oi H—BEErIce )%
5L Thb. SSO 2T L2 —CRAFHEHOT —EATO#GEZHAD ) TEZHIRET
DD, KIZSSO T L2 —EAMMOLOHMPIC L > THEILELTLES A, B
HTLFTRCOY—CERIZT 7 ATERLSL>TLE). TD72dH, SSO Z et 24—
CAGTHEZ TICER L TBL I EPRHETH 5.

¥ 72, SSO ICHHT 2 BRE WA R L 2581, MY — ¥ ANORIET 7 L AN TE S
B oTLEIE VI VRATZBIHALET S, 2D, SAMLO L) 7 baniibBn
T, A7 20N THYICKTBILR TV ¥ VELIC X DMEEEAT) & &, RAEE R ik

B FoT0D, T2, £T7 7V r—2 3 v OFi% SSO Ik > TAF v 74 BB
T 7 ARED L —F — ORI BT I FREEE 4T o T S OFRGBIE I X o THERG 2 ERkT 5
Y, BROZMEZHCCRIHEZZEL, AMEEE X 2) T 1 ONT v AR RN 55k
W R 2 AT RETH .
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WIZ, SSO # EHT 57-:0DRENLRFEIET T a3V ThH SAML & OIDC 122\,
72 0IDC O R—R L5 /280 70 b 2V Tdh 5 Oauth 20 1I2OWT, ZTOMEEHRMNT 5.

1) Security Assertion Markup Language (SAML)

SAML IEFEIZSSO #FEM T ABICFIH I NAIEO T b2V THSH. XML X—ZAD1F
WEMBELT, ¥ —DRER TV —2F OB REZ EYICT 7)) r—3 g U~REET
%, ¥, BHERLOVWMVTIBOT 0L AIIBNTIE, B LT Y5 VEXOHMAZ
FIHL, 77— OUSAREEL i35 L0 EEINTND

SAML 2 #1942 2 & TRAE% SSO BB ZMILT 2 2 LN TE 20, TOMMROBHES R
ERWPEORH S 0L, BIEEOHNY AT A TORMAPHLE RS> TS,

2) Oauth 2.0 / Open ID Connect (OIDC)

Oauth 20 XFETICK$T 5 7L =27 =2 25570t arv<hsb. [Ra—7] LIFE
NBERTT 7L ATELHHEERL, 727 LALTELIEERIED b—2 Y OEHL S E
DUTOENLAT—TOHMNTORN 2179, APLI THHMZ G T 2 BEOMER 2 R T %
Y, FITWeb 77V r—a YALORWEHEZIT) 2 EATEHHMATHS.

F72, Oauth20 7 L—2 % AL, THICZ—F—D YR 7ot 22 M2 THEL
7eRBEE7 e b avA OIDC THA. Oauth20 D7 L—2 %2 L TWwaA 7o, OIDC iE SSO
DOFRREZ T2 @0 L FKEIZ, Oauth 20 12X 2B W O AZIMTEX 5. F/2, SAML &
LT, YD 3 5EHOMED JSON #X— R & LTWwab iR Restful AP & O
DEVE V) KD S, WBEWH LV Web 7 7)) 7= a YRENA NVEITFOT TY r—3 3
YTHHEINTWS

3.1.5 FREI> FO—JLOEEA

A=W =TT 257 7 AFW 2T ATy bu—voftlae LTRENZDO %
=ZOWY) BIFA. IS EEYICHAGDE TRETHIET, T—HF—PLEEIZFT—%
K772 ALTLE) T LERIETE 5.

1) g—R=207 7 LA (RBAC (Role-Based Access Control))

RBAC 3##RIC B 2 1%H (u—) 2ERL, ThETNORHTT 7 AT Sz
RET HHEHSTETH L. Bz [HEHEORFHZEZ O —F—Z AT TV r— 3
VICT7RATESL] v LX) RilHZERT 5.

C ORFNIHBEOME R EBNE 2 LD TERT L. ZHITE 5T, ZhThofkdl
CVERRRD T 7 v 2 W 2 E L T — =R L, AE%RT 7 2 %20i<. 72, 21—
F— OHMBEERHBLEM % EAFELBICH, ZRICHO (RS2 ERBEPEE T 57207
TH#EY T 7 e AN AEITZ 5. ExELIE, RBACIEHIOEFHL 7 7 £ AHPH O E A
BYNATHbNTWAEZ L ZRiIIRE LTS

2) BER—207 7 2 A (ABAC (Attribute-Based Access Control))

ABAC IR I —HF =) V=R, 727 ARELR EOFRICEITTT 7 L AHl#l % 17
IHETHL. FIZIE [2—F—DFEFERTHY, KRB~ EA—T vy —ThLHHEIEB
T7Vr—=2avil7 78 ATEL] L) &) Rl A EBT 5.

ERT DRI L o THRY, BIOM ) THETE 57:®, RBAC LHATEKIZT 7
ZEHETESL. —HT, BNEREEOEHREZ =X L THERL 2T R b0k L,
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EHHEOAMEIKE W E WS M EFE.

3) AVTFFAIMR=ZADT 7 Al (CBAC (Context-Based Access Control))

CBAC B2 —H =B 7 7 L AH, it vozary7F A (KRR 12&oTT
7 e A EAT) HETH L. BIZIZ[CTTIVr—2a /it 74 AN T7 72 ATES
DIIFEDORHFTOAE T L] L) X9 Lz BT %,

IOV TNVEALHRICE L7720, Rt X2) 74 2HEMRT LI VAT ZT 2
LARME LTAMTH S, — /T, BROLEFIZL o TEITNA ZADHIRP A v b7 —2IK
Bl —H—0T 7 AL T AEESFLZE L - EEL R LTIz s wr
B, VAT AOBMEI P TUREMEDD B.

INHORI I Y U= VOMHAIHETEHEEL LT, EROVBEHICLIRLTVENS)
HEH L, T—F—=HLELLICT 7 AFT 255 2 L 2B -1, Mo T 7
L ZARPNT I Ul 2 #if CHERRER E 2 ATV, o2 o 2 @lIMICRE T Z &Nk oh
%. RBAC, ABAC, CBAC O ENZNOfiE LML, BHAMLEDONT Y A% ZE L 508
LEUNHERZ HE LT E e b 5w

3.2 EFEEBEED HEEEE - B OHIM

AREITIE, 2020 FELABERFICEH 2 £ T B 38GE - W OEM IOV TRET 5. Zhbd
DEAM A DTS 2255 —)T, EHTLIZH2oTD ) INT R EPEHLTE
59, FIHIERD 7248 2w,

3.2.1 Z3:E - SBFIOAEFICH TS ALEH

L - B OGS TO ATEHAER S Twb, ARGREEC BT 2R L7 A &
NTVETr—AbH 5P, RETRIUFTOZO0FZIY FiF5.

1) ALIZX %) A7 RX— 2%

I—W—DWEOu T VBRERLT VT4 T4, UTA VAT REBEORT R R, FIH
THEERE, BEEBIEOM A REHE ALTHNL, ALICKE) A2 25§ 5 HiET
H5DH. ALICEIVEHREINZIAZDRAATIZHERITWTT 7 AZEG LY, FimEr%E
RI2NTHIENTELIZD, lUU?»?%A&é@#%ﬂ%?%’&ﬁf%%.Mk&
%Y A7 FHiE L — =R A AT ) I SN, =¥ — OFGERIT R A 2 513
£, VA7 FHBOREEEDS A E L Tw <L

HEARIZ) A7 FHBOBR Y Y 713 —CATEICRARY, FLBEERROBEIOLAHEIN
TVWRWZEDRL W, ZDD, ) ATFHIOMEENEET 5 T THRFED DD 5 5, S
DT RERH B EXEZR L TB22 T IL o v, BRREMICEEREY RIFs 2L, iE
ﬁb&ﬁ%@ﬁ’ﬁ&ﬂﬁ&éfﬁa

2) AL X BT8G5
%o%na@%&afl—ﬁ—wmuﬁ%#~#%f%;f%é INSDEMB X

O L > TL=H—DFFHIM247) T LATE S, Zhi lof%%@ﬁ@ﬂy—y%
BHIL, BIET 7 2 202 SR LREIHL 55 2 & TE 5.
FEIZ, 3 L4THTEIF72 X 9 % SAML % OIDC @ & 9 12 SSO 2479 Bgd 1 v ¥ 3 ¥ 25K
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LTLEY &, —BEIHBEOT—CRAH LTARET 72 ATEL L) 12 >TLE ). Al
WX BTEGHM L, £y ¥a YIRMERICAERITE 2RI 52 LT, Z0X) HE
BVTNVE A LTRiIETE S, T, ISR S NZZATEIA L —F — DIEH R TH - 723
IBWThH, RERITEIERBIND L) RBEHTEISH LI LEZIBRTE 720, FHE
FEINSITHTRREREATE 5.
7221, INLOTEHSIICBVTOBBAIO) A7 R, EMTELT—F&ICL > TLE
AL VG LD L. NS OREZ EHICHARDLY A, RIS L TS5 2
EWEE L 5.

3. 2.2 Identity Threat Detection and Response (ITDR)

ITDR &, 2= —DT7 ATV Vo EDFTIVINTAT VT 47 4 HRICHT L2 KR
WL, MST2EMOZ & 2R, 3.2. 1 B THEIF72 ALIC X 2178047 2 7 Hlkr b ITDR
[ féﬁ L7-HificdH b, ITDRIE [TA TV T4 T4 T AREIRET L] 2L 2hifets

TRGH Z BT & R IE & ERCE ALATH 5.

21‘(7?%“(“5@&'( X 72E0EE - AWM IE, FREKOT A Y v PRRBTEOLHLLR LI
$oT, BEINDVAIPEICHETS. LV@EREF2) 74 2F27-0121F, VY —
ANDT 72 ADAY I TOMR LI, 77 A LZBOBEFHIIOWTLEICENT 2%
&, RGE - B A7 ITHIBTELRBELEYVT I EPEKETH L. 29 LEERDLH,
ITDR ~O 13 K & {, MarketsandMarkets™ 75 2024 4E 125647 L2 Flic X 5 &, it
5o ITDR O B #8IE 2024 4E 0 128 fE K F IV 5 2029 4E121E 356 Kk FVICKET 5 &
FH s TV2

'n__l'l_l|ll

4. B

- SRR HMTOFER & BIPROGY JIV— 7 TOR VA
ARETIZIETMNTE B4 305 - BT OEMIZONWT, EBIEHT ICH72oTE
DL LEERREN D BPIZOWTEHNT S, F72, BIPROGY 7'V —FIZBF 5 H3E - #2

WM ANO DY HAIZDOWT B THIAT 5.

4.1 FREE - REHEMOFER

FUGE - FEMTHAN A EBIGER AN ANDERIZIE, - ARMETH 2 EECHEIYE
FTREFEELKRA VP OPFET 5. MR T, MEREEOREOHIF % &b MRk L THE
Faitm L, EHL T 2R %es%w. ¥ 2) 71 &RICED Z2FNEHIZOWTIX
[NIST SP800-64 Security Considerations in the System Development Life Cycle] #ft# &
L7:kkA BT E EOONTWE D, T TIEEET S, RECIIRIC [FGE] BX O T2
W] OFIER L CTHERTNE HEZ LT 5.

g, [FEE] BXO [ ] B —¥F—8ECE/LTBY, t¥a) 71 &FEED
ING VA= —REICBWTHFICRENL L W) HTHDH. LEEFIIMMAL LT
== IIHBOBERICL DB ERT L7720, X)) 71 OMENNETL—HT, ¥
BIZE o T 2 MY LOBIEENRD N L L E, = —I12& o> TOAFEHIZIRKT 5.
&5, ZEFHLEATH f:éf)@ﬁ%%ﬁ@ffé}%& &, B —E X ORI R HERBITHA R RN
o TLEI)WHEREDH S, FEEZOREIIMEEICTY, 2—F—DHFLY K- L#E
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WATb 2RI NE %6, 20X ) Zha—HF—DFEHEKE~OX R E LT, AT —-FL
AR SSO & o ZFMEMEI EOEA 2 ) A D Z LHMEITE 5.

2L, BAENRIZE o TEHRA T —F— :E’Suﬁ%fﬁ%kbf)% &T [HERFRCT 7
EALTWS ] B#ERTEVIZR T bH L. Wik - B O 2B AT 2 BHZIEZ 0L
HRRLL—HF—DBRBE L L OEEICEE 2TV, ToedBilliMzlEL T 2—%—~0
BEZTVERLEATLIEPROLNS.

4.2 BIPROGY 7 Jv—7"TOH) &

AHiTIX, BIPROGY 7V — 7 TOFGE - @A HMADOHY) MAIZDOWTHT 5.

D DX MR 7 T7 FY 7 PAOTIRELT, =77 v 7 ATRET b I X Fo&
EXR=ZAEL7EF2 T4 T7—=F727F v& LT [CloudPas] ZEL T35, NN
9 & 912 [CloudPas] TiZ SWG™ % CASB™, EDR” t wo s et X2 ) 747 —F 7T
75 ¥ BEAMEHT A 2 & TREDIHHREE L BEIF LMK R T 5.

FRAE - BN D43 BFCld [DaaS Tdh 5 Okta ZFIH L T 5. Okta ldARFTHY RIFCT&7
FRRE - RRTHAN 2 MR L TB Y, IS 2 EAWIHAGDE [RY ¥ —] ZHK
LCRAGE - BT ORI 2479, ShIZXD, RERCHRI L ICENZNOREET, t¥2) 74
ERVEVE R NIR L 72 Rk e 2 EH T A2 L5 CT& 5. 72, Oktal 3747V 74 7412
B L7258 BB ERE (Workflows) 2t LTHBY, ZHIZX o TEHEBEOHAM 2K T
&%. 29 L7 Okta DREEARAKBRICTEHT A LT, 4A1HTRIFZL) ZtFa) T4
ERMEPED NG v A% EE L iEROFEB %2 T 5.

2512, OktaldIDaaS & LTZ 77 FTHBMTE % ID H R & GHGE - G721 T
%<, CloudPas ®#LiHTH % Zscaler % CrowdStrike &\ 728 & OBEEL ML T 5
¥#1Z EDR #ii TdH % CrowdStrike & O#HEIZ LY, 7354 A O FEHM 7 K8 2 hnek L 725856 -

RHEEEB T2 LATE 5. BBHRTORIEL fF T, FRHZEYIEHE S 2
ETEBR IR METNEEBITE B Z L2% CloudPas DA TH 5.

F 72, BIPROGY ZV—7TREEIZBITA X2 74 OBAFHRLEHICBIT 5 EE
¥ T HHY—VY 2 [iISECURE] #42fit L Tw5. [iSECURE|] TIREZEOHIRZIERL T+

WEB | | Ir4IL
B4k || #A

& CloudPas
==

CASB SIEM
SR ) v a]filik/Cloud ¥4 LR

D L
PO(Win/Mac) @ (Android/i0s)

1 CloudPas VU a—3 a3 48
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ARV MNERAT) EV oI VT 4 VY= RAIIMAT, ¥F¥Fa) T4 —UCREAHZD
EHEH, A7 Y MsE Vo BRI TORIRY — 2 LT 5

4t b, BIPROGY Z V— 73R OLEEL L HICEMLT 2 BT L 2T 5 &
Fa2) T AP —CARHMIBHL, ¥ 2074 EFEEOW ) OBLL CHEOREICAD
7R A R T 5.

5. S - BERMOSH
REETIE, ARCHLT & 2B ik 2 B S 2 C, R0 - R OB BT 2 550
B BT D,

5.1 FEMNEFRASRALH BHEIM
ZEONZ, BT TIHEHAFRI R 00, RO REHS AT TW LMD
WY 5.

5.1.1 PHET7ATT4T1

SEHBTAFT YT 4741, TRy I F = OEMERVET AT YT 4T 4 EREHO
FLOHMATDH D, EROPREHBTOTA T T4 T4 BEHERR), 2—F—HED
ZHOEMZE LS 2HHCTIET LI D TE L. FARET OB HBEIME L %
WS, BT AEMTH 5.

THMT ATV T4 T4DAY) Yy NEIZ2OH b, —2F, 7y rFo—rHENCEs7—
FOUSABILTH S, Tuy 7 F 2= OMMAICLY) 7Oy ZHR Y AT ALK TOMA
DREEERE 7280, T—FOUSAPIFEFEICHEL 5. b5 —2i%, WEHLRE 5T
ELMTHD. EROPREMMOLE, TAT VT4 T4 BHIE—PFNICTEOONL720,
BEPEAELTLE M BIRIENEINLETRTOTA T T 4 7 4 HHITBEDS LSS,
ST ATy T4 74 TRINZET 52 EHFTE 5.

—HT, THETAT T A T4 CERENOBE-D L. THRTA TV T4 T4 %2KR5
72ODA VT IRV AT LD EOREH TORIF BT ONE DS, N EHEE LT
BROT T4 3y — RS RIGER LR EVE W) VA7 BFET S, ZEOT T AN
VT A EE L TCONAREREHELEZ 70y 7 F 2 — VI L A HGE L 2 ICE bR
TP RITUE R 5%,

GHBTAT YT AT A DOEFERITIZZ ) LB B XV BN R N— FUVPERELTH
D, BESTHEAIZZEITRELTORWY. LIZVWA, ST AF YT 4 74 % RT
WE, 2= —=DVHEOTFIINTAT VT4 74 ZEEREHL, B9 —ECARMRHE
5% % bk 2 72 REHE N e AL A D FEBUC D e 035 W B ASDH 5.

5.1.2 BFALEa1—4 LR

HTI Y= 5 ORBICL ) B4 2B CRHEEAN O REEW 210 LR S Twa, 2
NOEBMNREREZ DT KT, ¥F 20 74 NORBEFLOEMIID D %5 Tn5.
R ALEA O I B W TEEDP R E . BUE TR OB SALEM 13 [FHREOHS EAIE
FIZEW] L) ZERERELTVWAEMATH L2720, GHHERDMELETa Y
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Recommendations for Incorporating Cyber Resilience Perspectives
into the System Development Process
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Abstract The damage caused by ransomware is increasing in Japan, with some incidents involving the sup-
ply chain leading to business interruptions. The importance of security quality in information systems is
growing day by day. In a security incident involving ransomware that occurred at a customer site in 2022,
the core business system became unavailable, resulting in a complete halt of operations, and the recovery
took several months. In order to prevent such damage, the perspective of “Cyber Resilience” is essential.
“Cyber Resilience” refers to the ability to minimize the impact of cyber security attacks while quickly
recovering to the original state. This paper demonstrates the importance of incorporating a cyber resil-
ience perspective into the information system development process through case studies of recovery from

ransomware-related security incidents.
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