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Device Security Measures in Edge Computing
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Abstract With the popularization of AI processing and the high-performance improvement of embedded
hardware, it has become easier to implement AI functions obtained in scripting languages such as Python
into IoT devices. On the other hand, IoT devices are often placed outdoors where they are accessible to
outsider, which poses risks such as theft. If they are disassembled and accessed internally, program codes
and learning models can be deciphered, directly leading to the leakage of intellectual property.

To address these risks, a verification system was created based on the idea of a key splitting method
that addresses the risk of key leaks by storing decryption keys separately, in addition to encrypting the
information inside the IoT device and splitting the network, and it was confirmed that it worked properly.

During actual operation, care must be taken to disable ports and prevent human error.
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