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Security Infrastructure that is Indispensable for Work Style Reform
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Abstract It is becoming difficult to suppress the damage caused by diversifying cyber attacks by using the
conventional boundary defense model (perimeter model), and a new concept called “Zero Trust” has been
born. “Zero Trust” is just a concept, it does not refer to a specific solution or product. It is necessary for
companies to interpret “How to realize a zero trust architecture”.

Nihon Unisys Group has split this “Zero Trust” model into five measures (“ID management”, “Device
management”, “Cloud proxy”, “Cloud SIEM”, and “CASB”), and implemented it as a cloud service. In using
cloud services, we set selection criteria and verified the feasibility and effectiveness of possible measures
against security requirements by prior verification. Since the number of security monitoring targets such
as cloud applications will increase in addition to the logs of network devices installed at the network
boundary on the renewal of these security infrastructures, and the load of operation work is expected, we

have redeveloped the operation system.
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The enterprise collects as much information as possible about the current state of assets, network
infrastructure and communications and uses it to improve its security posture.
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4 The Zero Trust eXtended Framework
The Forrester Wave™: Zero Trust eXtended (ZTX) Ecosystem Providers, Q3 2020 % #£(Z5g#K
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