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Cyber Security Exercise to Enhance the Effectiveness of CSIRT
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Abstract The organization for responding to security incidents consists of a Security Operation Center
(SOC) and a Computer Security Incident Response Team (CSIRT). The SOC detects security incidents and
analyzes communication records (logs) and the like. In addition to incident handling when an incident
occurs, CSIRT plays a central role in incident management activities by responding to incidents and
improving security quality. Cyber security exercises are effective to ensure the effectiveness of the CSIRT.
The Nihon Unisys Group is carrying out CSIRT’s cyber security exercises as a series of exercise planning,
exercise execution, feedback, and problem arrangement, focusing on strengthening the ability to respond
initially to serious incidents, and skills for the entire workforce, and we were able to deepen cooperation

between the upskill and the organization.
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2.1 SOC (Security Operation Center)
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2.2 CSIRT (Computer Security Incident Response Team)
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T AN—F 2 ) FTAHEWAENTHD. 427 v MR, CSIRT 255 & BB T
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L, TEHOMYBEEZRAMET 2720120, EHMNRIANN—tF2) 7 HEZEEL

CSIRT &£ L TOMMEZHDOTBLRETH L. FAN—LF2Y T4 DA 7V bt
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D EARIAD BHBILETH HH, HIED T A FAFAET 5 B2, K2 CSIRT Tl
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LF 1) T4 EHMAN Y SRR B E Y — E 2%, EREKE EIT R &0 M L TR
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VFEYRNYFUFEHOT, FREMNDT 7O T a VICX o THITSNAEHE TH 5.
ZD70, FRTHEGT 5 LFEEEOMM 7V — TITMAL T RWERD, ¥ 5 1) i E
FTOH) F 25 2 EEEMT LI LidRV. HITOWEY SEAH L Wik oO®E v CSIRT
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BaEERL 722 L EOHEETH I, CSIRT b EIFHlofE—B RO L LTENT 5
BEVDHLH. LhL, BEEROMEDE—O Y F ) F THEZE”T 5720, 3L B
HCRETLITREDSH AL VT N THDB LIRS V. 72, £+ CSIRT I3Eh &
NELZZ2BENDHLODOLEMESINS 720, 4D CSIRT OiEZWEICT A L2 HWE
FTLZIEAEYRHEETH D, b, ERMEIERT 2 RMEEHE L, £ o%E, HEo¥k
R EROMBICSMAWS N7 L 20, HOVBIMTELZDbITELEVI L HERETA
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4.3 BHEFETEBEIN TV IHFEEY

HIffi T _7z X 912, JLFEEIIHA A TEREN T 6005 5. B0 LT
HEAE 5 DA SREPNGE DI & 72 2 WM (EEA > 7 7) 24 FEMRR SRT A E
3 2 SRBEREINT OF 4 N—tF 2 7 4 HBESREW L LFAHE CH L. Afficid, E
1 2 HL W358 O FEBIRBU DO W TR RS,

4.3.1 BEA D7 SBEEMTITFENES

NEEFEICEE SNHNEF A N—tF 2 714+ % — (NISC : National center of Inci-
dent readiness and Strategy for Cybersecurity) 25F# 3 5 LFEEEHCTH 5. EIT 14 05
WCHBEINTEEA 07 75 IRT 5K FREBRLIEEIT 2 EASMNT 5 EHN TR
KBBLOILMEE TH 5. 2006 FEEHD HHRFICER SN THB Y, 2018 4FEEICIEA 2900 4423
BROEE AN THE SN L TWA5.

AWE L, EEA 7 FHEER BT FEMGRT R R - BRI 2 A R 2
3 2 EMMEOBGE R OHE M 2179 222X ), BEESSAHOMILZKS Z EHHB
EENTWVA. B O NISC EAFEE I LT, SFHFEFTRAEDOMHEI R  FEER O IE
WX o THENERE Ry — A% Y F ) A E LTHELAET, EEHLEE (772 57—
=) BEDOYF) F ZMRSER L TSIME D kGm L TSRz £ & T HLEEE O
THEBL TS, TOB, SIMEPEEHCTHEM LB —HICKLTERTL2LEL, £
MHAEDENA Y T =7 2L CEBTERT 2K, »dvidLhzidiz2migkds
5.

4.3.2 ABEREENEYSN—tF21UT EE (BF : Delta Wall)

SRUTAEML, FEGUTROHGHUT, BHSE - EHEMEG, SRt daiRBat -
HERBR S, SHEBBENG EE FX EH) - WEEERHEEL R L, 100 O 4
WEBSMT 5, SMEREMGICERSNLITI A N—t X2 74 HETH L. AWHI,
PAN—tF2)F A WEOH XD THB], B, 2] =208 (Delta) &
Bifl (Wall) Z#F4Ab8 T, MF Delta Wall £ I:IZN0 5. 2016 4F & U 4EBIfiE X, 2018
FETIHHORME Z2->THBY, EREHICS HHIZE ) EiE S hi.

SRUT T, SRSB4 N—BEROEEAL - LS E L, A Nk F 1)
T4 ORERIE, SR AT ASKORED-OBRBOREE LTB Y, FRh/hN ik o+
AN—A4 V7V MBHENOKE FIFAM 2 L2 HME LT, AEEEBMBLTVS. 4R
JPCiE, Ml ) AT TRL, BE - BHlR EIZIE Web 34 FO®EA, GBS - FX
FEZZAF Y TA U —EAR=I~D DDoS WKL, EBFMEL ML KBTS ;Y
FTOLHBELTWS., ZREROTF ) F1E, KRBT R T VSRR EY L&D
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