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Abstract It is difficult to prevent security incidents completely, only with network edge security products.
So, there is a growing need to install next-generation endpoint security products that stop the damage on
the endpoint. This article describes product information and know-how on System Infrastructure construc-
tion and operation obtained from the case study of the next generation endpoint security countermeasure
product (EPP product) experienced by the author.

In the “design and construction phase”, it is important to carefully select the version to be installed into
your company, and to interface with your own security policy, and to consider whether files containing
confidential information can be uploaded to the cloud. In the “trial phase”, it is important to select depart-
ments or group companies that use various environments or software for trial. In the “company-wide
deployment phase”, it is important to deploy in the monitoring mode and deploy using a software distribu-
tion tool in order to minimize the business impact on users.

After company-wide deployment, we will shift to block mode, consider to cloud migration, and consider

operational automation to realize the operation policy.
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