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Intranet Access by Smart Device and its Security
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Abstract If you use the smart device by connecting with the Intranet system, security measures against
various threats (device loss, theft, information leak by malicious user, public Wi-Fi, shadow IT, etc.) are
needed. This paper describes these threats and measures and introduces the MDM/MAM/MCM as a
product of unified management solution for these threats.

Previously device management by MDM has been applied in a general way, but there is a limitation in
management only by MDM. So the following concepts appeared such as MAM to manage the business
application on the smart devices, MCM to manage the content by setting a secure operational area on the
smart device.

On the other hand, there are some points that must be taken into account in a smart device manage-
ment according to the type of network. The cases that smart devices are connected to the closed networks
are increasing, especially in the finance computer systems that focus on the security. But Smart device
management infrastructure, like MDM has problem when the MDM is used in the closed network. This

paper describes the detail of this problem and the workaround plan.
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