UNISYS TECHNOLOGY REVIEW O 57 0, MAY. 1998

goooooouoooon
—O00000b0oobooooog Spiral HellO OO

Network Security
——Applying the Spiral Hell to ORBO Object Request Broker[d Environment

goog 0O 0o

0 0 0ObooboboobdoobbooboobbooboDbmboobOooboboobOmag
0000 SpiralHell DD OO0 O0O0ODOOOOOODOD I ORB : Object Request Brokerd
gooodboboobuoobboooboobdoobobooboobooobooboooo
gobodbobooobbooboobuooobooboobobooboobboooboo
gooodboboobuoobboooboobdoobobooboobooobooboooo
gooodboboobuoobboooboobdoobobooboobooobooboooo
OO0 Spiral HlDODOOODOODODOOODODODOODODODODOOOODO orRBOODO
gdbodbobooboobboooboobboobboobooo

Abstract This paper describes the evaluation and verification of the usability of the* Endless Onetime
Authentication SystemU called Spiral Hell in generald which is applied to the entity authentication among
applications in the ORB environment from the viewpoint of the reliability, performance, and feasibility.
Even though the Spiral Hell uses a very simple authentication sequence, it available to generate an infinite
of different authentication tokens and prevent masquerade attacks by not only outside personnel but the
internal personnel such as the sever-site administrator. Therefore, the Spiral Hell is still effective and satis-
fies the requirement for the robust entity authentication during the secret communications between appli-

cations on the ORB environment.
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