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Initiatives Aimed at Ensuring Safety and Security Regarding Information Security
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Abstract In June 2022, an employee of a BIPROGY partner company lost a USB memory stick containing
personal information in A City. The situation put BIPROGY’s business survival in jeopardy, and the results
of the third-party committee investigation, which BIPROGY requested with the determination to review
everything, were harsh, pointing to a “lack of compliance awareness”. As part of comprehensive measures
to prevent recurrence, BIPROGY decided to make operations that handle confidential customer informa-
tion as exceptional operations, and to have them managed and monitored by a specialized security
organization, as well as to conduct internal audits based on the three-line model of the Institute of Internal
Auditors. The management and internal auditing as exceptional operations are intended to strictly control
operations that handle confidential customer information, as well as to root compliance adherence and risk
management in the consciousness of the company. Furthermore, we believe that preventing recurrence
based on rules and mechanisms alone will not prevent incidents from fading away and diluting awareness.
As awareness-building measures, we will implement an awareness-building program for all officers and
employees, and set the week including the day of the incident as Information Security Week every year to
review the incident and hold training and sessions. By thoroughly implementing these measures, we hope

to regain trust as soon as possible and contribute to solving social issues together with our customers.
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