UNISYS TECHNOLOGY REVIEW #1035, MAR. 2010

727 RFAYEa—T4 2 TREICETS
tXa2UT 1 LOREEXR

Security Issues and Countermeasures in Cloud Computing Environment
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Abstract Nowadays, the cloud computing is one of trendy technologies attracting the attention of enter-
prises which study to introduce new systems or restructure their current systems. Cloud computing
services provide the benefit of excellent utilization and IT budget reduction. In general, enterprise IT sys-
tems are in state of change from ‘on-premise’ to SaaS or ‘clouds’ in progress. However, some prospective
users do not have much confidence in the implementation of the information security measures for the
cloud computing services, and the best practice of the information security measures has not be defined
yet. Therefore, it is the very important challenge to specify the proper information security measures for
cloud computing service providers and users.

In this paper, we clarify what kind of threats and risks exist in cloud computing and analyze security
concerns and undiscovered issues from the viewpoint each of cloud computing service providers and users.

Additionally, we discuss the secure items which any cloud computing provider should consider.
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